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1 BBepgeHue

1.1 OCHOBHbIe NOHATUSA

Cuctema nuHenHon TtenemexaHukn «Maructpanb-21» (SCADA «[lMoTok-AY»)
(nanee no Tekcty — Cucrema) npegHasHadeHa ans obecnedyeHns aBTOMATUYECKOrO
KOHTPOSIA M aBTOMAaTU3MPOBAHHOIO YMNpaBfieHUs TEXHOSIOrMYeckMMu npoueccamm W
obopygoBaHMeM NMHENHOW YacTu MarucTpanbHbix rasonposogos (J14 MIM) B ycnosusix
nepnoanYeckoro TeXHMYeckoro obcnyXuBaHns U B Nepuos aKcniyataumm n nposeneHus
PEMOHTHbIX paboT Ha 06bekTax MarucTparnbHbIX ra3onPoOBOAOB.

CornacHo n. 2.4.5. TOCT P 50922-2006, nog 6e3onacHOCTbO MHcpopMaLmm
(AaHHbIX) NOHMMAaETCA COCTOSAHME 3aLMLLEHHOCTU MHAOPMaUUK (4aHHbIX), MPU KOTOPOM
obecneyeHbl ee (MX) KOHPUAEHUMANBbHOCTb, AOCTYMHOCTb U LENOCTHOCTb. B Cucteme
npeaycMoTpeHbl Mepbl 3alMTbl MHOPMaUMKM OT HeNpaBUIlbHbIX AEACTBUIA NepcoHana u
OT Crny4arHbIX UBMEHEHWI, @ TaKKe OT HECAHKLMOHMPOBAHHOMO JOCTYMNa K UHhopmaLumu.

AOMnHUCTpaTop MHpopMaunoHHon 6GesonacHoctu (MIB) Cuctembl HasHadvaeTtcA
npuKasoMm W HBNAETCS JIMUOM, BbIMNONHAWUM (YHKUMKM MO  3awmte MHpopmaumm
obpabaTbiBaemMon, nepeagaBaemMon MU XpaHMMOW NPU NOMOLUM CPEACTB BblYUCIUTESbHON
TEXHVKM B Npefeniax 30Hbl CBOEN OTBETCTBEHHOCTH.

K 3agayam agmuHuctpatopa UMb oTtHocuTcs:

—  noajepXxaHue cucteMbl B paMkax BblOpaHHOM NonuTuku 6esonacHocTy;

—  obecneyeHne [OMKHOrO YPOBHA KOHMOEHUMANbHOCTU W LIEeNOCTHOCTU
AaHHbIX;

—  NOAroTOBKA W COXPaHEHWe pe3epBHbIX KOMUIA AaHHbIX, UX Nepuoguyeckasi
npoBepKa N YHUYTOXEHWE;

—  cO3JaHve 1 nogaepXaHue B akTyanbHOM COCTOSIHAM MOSb30BaTeSIbCKUX
YYETHbIX 3anncemu;

—  oTcnexuBaHue uHpopmaumm 06 yassmmoctax Cuctembl U CBOEBPEMEHHOE
NPUHATUE MEP;

— nepmnoagnyeckoe npaxktnyeckoe TeCtmpoBaHme 3alliMeHHOCTH Cucrtemsl.
1.2 YpoBeHb NOAroTOBKMU NOJib30BaTens

AOMNHUCTPATOP MHPOPMAaLMOHHON 6GE30MacHOCTM AOITKEH:
- obnagatb 6a30BbIMM 3HAHMAMKU U HaBblikaMmu nonb3oBaTensa OC Astra Linux

Special Edition (Bepcusi 1.7.x);
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—  3HaTb NpegMeTHy o6nacTb, B KOTOPOM OCYLLECTBISETCA ynpaBfeHue u, B
YaCTHOCTU, 3HATb U MOHMMAaTb BCE TEXHONOMMYECKNE NPOLIECCHI, NPOXOAdALLME Ha ObbekTe
aBTOMaTm3aumu;

—  UMeTb onbIT agMuHucTpupoBaHus OC Astra Linux B 06beMe KypcoB:

— ALSE-1701. Astra Linux ans nonb3oBaTenewu;
- ALSE-1702. Astra Linux. bazoBoe agMUHUCTpUpoBaHKe.
- ALSE-1703. Astra Linux. PaclumpeHHoe agMUHUCTPUPOBaAHKE.

- ALSE-1705. Astra Linux. CneuunanbHbIn KypcC.
1.3 NepeyeHb aKkcnnyaTaMoOHHOU OKYMEeHTaLuu

B npouecce pabotbl agMmMHUCTpaTOpPbl HOPMALMOHHOM 6€30NacHOCTU AOSMKHbI
PYKOBOACTBOBATLCS CreAyoLWLMMN JOKyMeHTaMn Ha Cuctemy:

—  BegoOMOCTb 3KCMNMyaTaLMOHHbIX [OKYMEHTOB
(00159093.28.99.39.190.CJITM.2850.B3-02);

- BEOOMOCTb MNPOrpaMMHOro obecnevyeHuns, nUueH3uMnh u Knwden, kog B9
(00159093.28.99.39.190.CJITM.2850.B9-02);

—  pykosoacTBo nosb3doBaTtens (00159093.28.99.39.190.CJ1TM.2850.13-02);

—  PYKOBOACTBO agMUHUCTpaTopa WHOPMaLNOHHOM BGesonacHocTH
(00159093.28.99.39.190.CJITM.2850.113-02);

% —  uHCTpyKumsa no akcnnyataumm KTC (00159093.28.99.39.190.CJTTM.2850.13-
= 02):
E — nacnopTt (00159093.28.99.39.190.CJ1TM.2850.11C...-02);
= —  dopmynsap (00159093.28.99.39.190.CJTTM.2850.90-02);
- —  wabnoH gokymeHTa (00159093.28.99.39.190.C/1TM.2850.C9-02).
;5” - HokymenTauma OC cneumanbHoOro HasHadeHust Astra Linux Special Edition
= (Bepcusa 1.7.x).
—  JokymeHTauma K nporpammMmHomMy komnriekcy Anbda-nnatdgopma.
:i —  JokymeHTauus k nporpaMmmHomy obecneveHuto Kaspersky Endpoint Security
z- ans Linux.
S
.
E 2
= = /lucm
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2 MepeyvyeHb NporpamMmMHoOro obecrnevyeHus

[nsa HopmanbHOro pyHKUMOHMPOBaHUSA Ha cepBepax U APM onepartopa [OMmMKHO
BbITb yCTAHOBMEHO criegytoLlee nporpammHoe obecneyveHue (M10):

—  OC cneumanbHoro HasHayeHusi Astra Linux Special Edition («CmMoneHck»)
Bepcun 1.7.x. PaspsagHoctb OC: x64 nnu x32;

- Mpoekt SCADA-cMCTEMbI TEXHONOrMYeckoro o6bekTa, NnoLanku;

— 1O 3awmTbl KOMNLIOTEPOB MOA YNpaBAeHWEM ONepauUmMOHHbIX cucTemM Linux
OT BpeAoHoCHbIX nporpamm Kaspersky Endpoint Security ans Linux;

— MO pesepBHOro KONUPoOBaHUSA U BoccTaHoBIeHus Astra Linux Lucky backup.

OC cneuwnanbHoro HasHadeHuna Astra Linux Special Edition npegHasHayveHa ons
NOCTPOEHUS aBTOMAaTU3NPOBAHHBIX  CUCTEM B 3alUMLLEHHOM NCMNOSHEHUN,
obpabaTbiBatoLLmX NHpopMaLnto, coaepkaLlyto cBegeHus, cocTasnswowme

rOCyapCTBEHHYIO TalHy C rpUPOM He Bbille «COBEPLLUEHHO CEKPETHO.

/lucm
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3 [lporpammHoe ob6ecneyeHne Kaspersky Endpoint

Security

3.1 YcTtaHOBKa M HacTpouKa nporpamMmbl

Mpouecc yctaHoBkM nporpammHoro obecnedeHuns Kaspersky Endpoint Security

(KES) BbINOMNHseTCa € ucnosnb3oBaHMeM nporpammbl «TepmuHan Fly». [Ona 3anycka

nporpaMmbl «TepmuHan Fly» nepengute B MeHwo «[llyck», «CucteMHble» 1 Bblbepute

«TepmuHan Fly» (cm. PucyHok 1).

MyneTumeana
F) Hayunbie

Wrpbl

Pazpabotka

¥Trunntel

t.l;)i{ypHan BesonacHocTK
E] 3aBeplueHWe paboThl
’ 3anyck NpunoXeHna
* MHdopmauma o cucTeme

5 KoHTponb uenoctHocTy $aiinos

‘ MeHeprep yCTPORCTE

a MeHegxkep dbalinos
' MoHwuTop Batapeld QBat

rﬁF Hactpoiika npuHTepos HP

.
U Ouepeake nevatn

= CucTeMHBbIe
= @ nouck daiinos
© b
=] MNaHenkb ynpaeneHwA
ﬂ E‘ npDEiEpI{a LENOCTHOCTHU CUCTEMBI
)
c ——
E Mocneare Pepaktop MapkepoBs
gl Menreaxep daiinos o PepakTop pasgence Gparted
= {| 3aBepweHwe paboTkl... CHUCTEMHBIA MO (o
% Eﬂ dBepLeHWE paboTkl - HMCTEMHBEIWM MOHWTOP
S == >_ TepMmwHan Fly
o
T
=
PucyHok 1
= AnTuBnpyc Kaspersky Endpoint Security pacnpocTtpaHseTcs B naketax ¢popmaTtoB
[{=n)
pu .
= DEB n RPM. B OC Astra Linux ncnone3ytotcst naketol oopmatos DEB.
= . .
@ BeinonHute yctaHoBky aHTuMBMpyca Kaspersky Endpoint Security ¢ nomoLubto
KoMaHabl (CM. PUcyHok 2)
s
5
= sudo dpkg -i /home/administrator/kesl-astra <Homep cOopxmu> amd64.deb,
n
o
é ra€é /home/administrator/kesl-astra <Homep cOopkm> amdé6d4.deb — nMNyTb A0
o
= yCTaHOBOYHOro hansia n caMm yCTaHOBOYHbIN chaisi.
=
D
o
= Na)
= Nucm
[Cum)
= 0 00159093.26 51.44.000.C/1TM.2999 113 7
Mam| lucm| N° dokym. | Modnuce | flama




Modnuck U dama

Mub. N° dydn.

B3am. uHb. N°

Modnuck U dama

AHB. N° nodn.

13016

administrator@astraSDK:~$ sudo dpkg -i /home/administrator/kesl-astra 11.2.0-

4528 amdo64.deb

BeiObop paHee He BHEHOpPaHHOTO nakeTa kesl-astra.

(UreHme ©Oasbl OAHHBIX .. Ha JaHHBEIM MOMEHT ycTaHoBJIeHO 139110 ¢anioB M KaTaJioTOB.)
[lonroropka K pacnakoeke ../kesl-astra 11.2.0-4528 amd64.deb ..

PacnakoBreiBaeTcss kesl-astra (11.2.0-4528)

HacTrpanBaeTcsa naxker kesl-astra (11.2.0-4528)

Created symlink /etc/systemd/system/kesl-supervisor.service -> /lib/systemd/system/kesl-
supervisor.service.

Created symlink /etc/systemd/system/kesl.service -> /lib/systemd/system/kesl-
supervisor.service.

Created symlink /etc/systemd/system/multi-user.target.wants/kesl-supervisor.service ->
/lib/systemd/system/kesl-supervisor.service.

Kaspersky Endpoint Security 11.2.0 for Linux has been installed successfully,
but it must be properly configured before using.

Please run "/opt/kaspersky/kesl/bin/kesl-setup.pl" script

manually to configure it.

ObpabaTeBanTCa TpPUI'Teps nJg man-db (2.7.6.1-2)
administrator@astraSDK:~$

PucyHok 2

Mocne yctaHoBkn aHTMBUpYyca Kaspersky Endpoint Security TpebyeTtcsa 3anyctutb
CKpUNT nepBOHavanbHoM HacTpounku Kaspersky Endpoint Security, Bxogawmn B naket
Kaspersky Endpoint Security. [ns 9Toro BbINOAHUTE Cregylowy KoMaHgy (cm.

PucyHok 3).

sudo /opt/kaspersky/kesl/bin/kesl-setup.pl.

CKpMHT HepBOHaHaﬂbHOM HaCTpOﬂKM Heobxoanmo 3anyCctntb C npaBamMu
cynepnosib3oBaTtend 0000. CKpMHT nowaroso 3anpawmBaetr 3HaAYeHUA NapamMeTpoB

Kaspersky Endpoint Security.

administrator@astraSDK:~$ sudo /opt/kaspersky/kesl/bin/kesl-setup.pl

Kaspersky Endpoint Security 11.2.0 for Linux version 11.2.0.4528

Setting up the Anti-Virus Service default locale

Specified locale will be used to show user agreements in this script and
send events to Kaspersky Security Center.
List of available locales:

ru RU.UTF-8

de DE.UTF-8 supported by 0S]

en US.UTF-8 supported by 0S]

fr FR.UTF-8 supported by OS]

ja JP.UTF-8 supported by 0S]

[ru RU.UTF-8]:
administrator@astraSDK:~$

PucyHok 3
Ha nepBom wware Bam HyXHO 3agaTtb OOO3HayeHWe HA3bIKOBOro CTaHgapTa,
KoTopbI BygeT mcnonb3oBaTbcs Npu paboTte aHTuBmMpyca Kaspersky Endpoint Security.
Mo ymonyaHuilo nporpamma npegnaraeT  UCMNOSb3oBaTb  A3bIKOBOW  CTaHOApT,
YyCTaHOBIEHHbIA NS cynepnonb3oBaTtens (root). MNMoaTBepauTe knasuwen Enter BbIGOp

CTaHOapPTHOro A3blKa rnpu nodaBrieHnn COO6LLI,eHI/I$I.
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Hanee Haxmute knasuwy Enter, 4TO0Bbl 0O3HAKOMUTLCA C JIMLEH3VNOHHbBIM
cornaweHnemM n nonvTUKon KoHguaeHumanbHocTn (PucyHok 4). Ytobbl nepexoguTb no
pasgenam TekcTa, UCMOoNb3ynTe KraBuLn Co CTpenkamu unu knasuwm B (4Tobbl nepenTu
Ha OAWMH 3KpaH Haszad) u F (4Tobbl NnepenTn Ha oavH dKkpaH Bnepen). Ona nonyveHus

CnpaBKM HaXMuTe Ha knasuwy H. YTobbl 3aBepLUMTb NPOCMOTP, HAaXMUTE Ha Knasuwy Q.

Anti-Virus Service default locale is changed to 'ru RU.UTF-8'.
Service will be restarted if it is already running.

Accepting the End User License Agreement (EULA) and Privacy Policy

Please confirm that you have fully read, understand, and accept the End
User License Agreement (EULA) and Privacy Policy to continue.

NOTE: To quit the EULA and Privacy Policy viewer, press the Q key.

Press ENTER to display the EULA and Privacy Policy:
PucyHok 4

MpuMUTE NULEH3NOHHOE COornalleHune, Ans 3TOro HaXMUTE Knasuwm «y» u Enter

(PvcyHok 5).

Read EULA and Privacy Policy from file "/opt/kaspersky/kesl/doc/license.ru"
(utf-8) if it cannot be read here.

I confirm that I have fully read, understand, and accept the terms and
conditions of this End User License Agreement [y/n]: y

PucyHok 5

nOBTOpHO noarsepauTe, 4YTo NnpuHMMaeTe NMUEH3MOHHOE cornaLtueHmne, ana 3Ttoro

HaXmMuTe knaemwmn «y» n Enter (PucyHok 6).

Please answer either ‘y’ or '‘n’.

I confirm that I have fully read, understand, and accept the terms and
conditions of this End User License Agreement [y/n]: y

PucyHok 6

IIpymuTe nonuUTUKy KOHd)I/ID,eHLI,I/IaJ'IbHOCTVI, Ona 3TOro HaXXMUTE KrnaBULLN «y» U

Enter (PucyHok 7).

I am aware and agree that my data will be handled and transmitted
(including to third countries) as described in the Privacy Policy. I
confirm that I have fully read and understand the Privacy Policy [y/n]: y

PucyHok 7
OsHakombTech 1 npumnte 3asasneHe KASPERSKY SECURITY NETWORK (KSN

Statement), ona aToro HaxmuTe Knasuwm «y» n Enter (PucyHok 8).
Configuring KSN

I confirm that I have fully read, understand, and accept the terms and
conditions of the Kaspersky Security Network Statement (KSN Statement is
available here: '/opt/kaspersky/kesl/doc/ksn license.ru') [y/nl: y

PucyHok 8
YctaHoBuTe rpadmyecknin nHtepdgenc nonesosarena (GUI), ana atoro Haxmute

Knaesuwm «y» n Enter (PncyHok 9).
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Configuring GUI

Do you want to use the GUI? [y/n]: y
PucyHok 9

BeBegute normH ana yyeTHOM 3anMcuM agMuHUCTpatopa — administrator, w

HaxxmuTe knasuwy Enter (PucyHok 10).

Granting the Administrator role

Only users with the Administrator role have full access to Kaspersky
Endpoint Security management by command line and GUI.

Specify user to grant the 'admin' role to (leave empty to skip):
administrator
administrator@astraSDK:~$

PucyHok 10
YKaxnte MUCTOYHMK OBHOBReHun 6a3 u mogynen antmeupyca (PucyHok 11) wu

HaXXMUTe KrnaBuLly Enter:

o KLServers — ¢ ogHoro u3 cepsBepoB o06HoBneHun «Jlabopatopun
Kacnepckoroy;
o SCServer — C ycTaHoBneHHoOro B nokanbHon cetn CepBepa

aaMunHncTpupoBaHusa Kaspersky Security Center;

. <Url> — Bbl MOXeTe ykasaTb afpec MnoNb30BaTENbCKOro WCTOYHMKA
OOHOBMNEHNI B NIOKANbHOW CETU UK B ceTU VIHTEPHET.

BHumaHue! Ecnn Bbl nnaHvpyeTe ynpasnaTtb Kaspersky Endpoint Security u

obHOBNATL 6a3bl AaHHbIX U MoAynen aHTMBMpyca ¢ nomoubio Kaspersky Security Center,

HeobGxoauma yctaHoBka Ha cepBepax n APM nporpammbl AreHTa agMUHUCTPUPOBAHUS.

Configuring the uEdate source

Specify the update source. Possible values: KLServers|SCServer|<url>:
[KLServers]:

PucyHok 11 — 3anpoc UcTovHnka obHOBNEHWI
[anee npepnaraetcs BBECTM HAaCTPOMKM MPOKCU-CEPBEPA — OTKAXKUTECH, HaXXaB
Knasuwm «n» n Enter (PucyHok 34).

Configuring proxy server settings to connect to the updates source

If you use an HTTP proxy server to access the Internet, please enter
the address in one of the following formats:
proxyIP:port or user:pass@proxyIP:port, or enter 'no' [n]: n

PucyHok 12 — 3anpoc Ha HacCTpPOWKKM NPOKCU-cepBepa

Ha cnepywowem atane npegnaraetca obHOBUTL 6asbl faHHbIX aHTUBUpPYCA,
HaXMUTe KnaBuwwuM «y» (cornacutbcs Ha OOHOBMeHue) wunu «n» (oTkasaTbCA OT

obHoBneHus) n Enter (PucyHok 13).

Updated databases are an essential part of your server protection.
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Please note that the application may be restarted during the update

process.
Do you want to download the latest databases now? [y]: n

PucyHok 13 — 3anpoc o6HoBneHus 6a3 AaHHbIX aHTMBMpYyCa

Hanee npegnaraeTtcda BKIMKOYUTb aBTOMaTU4eCKoe OOHOBNEHNE, HaXmUTe

KMaBuLWKN «y» (BKMIOYUTb aBTOMaTU4YeCcKkoe OOHOBMEHME) unmM «n» (OTkasatbCsi OT

aBToMatm4yeckoro obHosrneHuns) n Enter (PucyHok 14).

Enabling automatic updates of the application databases

Do you want to enable scheduled updates? [yl: y
Pl/lcyHOK 14 — 3anpoc Ha aBTOMaTn4yeckoe obHoBneHne 6a3 OaHHbIX aHTUBUPYCa

Ha 3aBepwaiowem aTane YCTaHOBKM W HACTPOMKM aHTuBMpyca Kaspersky
Endpoint Security Heo6xo0ANMO BbINOSHUTL €0 aKTUBaALMIO, AN 3TOr0 BBEAUTE KIHOY U

HaxxmuTe knasuwy Enter (PucyHok 15).

Activate the application

You must activate the application to use it.
To activate the application now, enter the path to your key file or an
activation code. Enter an empty string to add the built-in trial key:

PucyHok 15 — 3anpoc akTueBauum aHTMBMpYca

3.2 3anyckK u octaHOBKa nporpamMmmbl

Mo ymonuanuto nporpamma Kaspersky Endpoint Security 3anyckaeTtcs
aBTomaTu4deckn npu 3anycke OC (Ha YpOBHAX BbIMNOMHEHMS NO YMONYaAHMUIO, MPUHATLIX N5
kaxxgon OC). lMporpamma Kaspersky Endpoint Security 3anyckaeT Bce CnyXebHble
3agayu, a Takke Nonb3oBaTenbCKMe 3agadn, B MapaMeTpax pacnucaHusi KOTopbiX 3adaH
pexum 3anycka PS (3anyckaTb 3agadvy nocne 3anycka nporpammbl).

Ecnn Bbl ocTaHoBuTe nporpammy Kaspersky Endpoint Security, Bce
BbiNOSHAOWMECA 3agadn O6yayT npepBaHbl. [locne noBTopHOro 3anycka Kaspersky
Endpoint Security npepBaHHble MNONb30OBaTENbCKME 3aJaun  aBTOMATUYECKM HE
BO306HOBNAKOTCA. ByayT 3anylleHbl CHOBa TONMbKO Te MNONb30OBaTENbCKME 3afaun, B
napameTpax pacnucaHus KOTopbiX 3a4aH pexum 3anycka PS.

Utobbl 3anyctutb nporpammy Kaspersky Endpoint Security B8 OC Astra Linux,

BbIMOJTHATE KOMaHAYy:

systemctl start kesl

UTtobbl ocTaHoBUTL nporpammy Kaspersky Endpoint Security, BbinonHuTe

KOMaHAay:

systemctl stop kesl
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Utobbl nepesanyctutb nporpammy Kaspersky Endpoint Security, BbInosHuTe

KOMaHAay:

systemctl restart kesl

Utobbl BbIBECTU TeKywmin ctatyc nporpammbl Kaspersky Endpoint Security,

BbIMOJITHATE KOMaHAYy:

systemctl status kesl
PaboTatowwas nporpamma AofmkHa UMEeTb cTaTyc active (running).
3.3 YnpaBneHue 3aga4yaMmum ¢ NOMOLLbLIO KOMaHAHON CTPOKMU

Ona pabotel ¢ nporpammon Kaspersky Endpoint Security npeaycmoTpeHo fBa
TMNa 3agauv:

- [MpedycmaHoeneHHasi 3adaya — 3agada, KoTopasi COo3[aeTca BO BpeMms
yCTaHOBKW nporpamMmbl. Bbl He MOXeTe yaanaTb NpeayCcTaHOBMEHHbIE 3a4a4qn, HO MOXeTe
N3MEHSATb NapamMeTpbl 3TUX 3a4au.

- lNonb3oeamernbckas 3adavya — 3agava, KOTOPYH Bbl MOXETE co3gaBaTtb Un
yAansaTb CaMOCTOATENbHO.

NoeHmucpukamop (ID) 3adayu — HOMep 3ajayun, KOTOpbIA nporpamma
npuceamBaeT 3agadve npu ee cosgaHun. MaeHtudpukatopbl MONb30BaTENbCKUX 3adad
HaunHatoTca ¢ 100. Bce 3agauun, BkwYas yaaneHHble, WMEKT  YHUKalbHble
noeHTudukatopsl. Nporpamma He ncnonb3yeT NOBTOPHO MOEHTUMUKATOPLI YAaneHHbIX
3agadv. MoeHtudmkatop HoBOWM 3agayvn npeacTtaBnsieT cobonm Homep, cregyrwuni no
NnopsiaKy 3a naeHTnduKaTopomM nocnegHen co3gaHHON 3agauun.

YToObl NpocmoTpeTb cnMCcoK 3agad nporpammbl Kaspersky Endpoint Security,

BbINOSIHUTE CrieayHoLLyo KOMaHay:

kesl-control --get-task-list

Otobpasutcs cnucok 3agay nporpammel Kaspersky Endpoint Security.
UTtobbl N3MEHNTb NapamMeTpbl 3a4a4N C NOMOLLIbKO KOMaHAHOW CTPOKW, BbINOTHUTE
cnegywowine gencTeuns:

1.  Ykaxute Hy)XHOe 3HayeHue napameTpa

kesl-control --set-settings <ID Bamaum>|<muMsa 3ajaum> <napaMeTp=3HaueHMUe >

2. YbeauTtecb, 4YTO 3Ha4yeHWe napaMeTpa W3MEHEHO B KOH(UrypauMOHHOM

danne 3agayn
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kesl-control --get-settings <ID Bamaum>|<muMa szajayum>

3.4 YnpaBneHue 3apgavyamm nyrem U3MeHeHuA
KoHdurypaumoHHoro canna
Utobbl M3MeHUTb napameTpbl 3ajaynm NyTeM U3MEHEHUs KOHGUrypaunoHHOro

drarna, BbINONHUTE crnegyowne 0eNCTBUA:

1. CoxpaHuTe napameTpbl 3a4a4n B KOHPUrypaLUMOHHbI hann:

kesl-control --get-settings <ID zamaum>|<uMs 3anauu> --file <HOJHH OyTH K OGanmy>
2.  OTkponTe Co3aaHHbIN KOHUIYPaALMOHHbIN dhann ons peaakTupoBaHuS.
3. V3ameHuTe HyXXHbIN NapameTp B KOHUrypaumoHHOM dhanne.
4.  CoxpaHuTe namMeHeHusi B KOHUrypaunoHHoM anse.
5. WmMmnopTtunpyinTte B 3agadvy napamMeTpbl U3 KOHUrypaunoHHOro dganna:

kesl-control --set-settings <ID zamaum>|<mMma zamaum> --file <OOJHEM NOyTH K OGamiry>

3.5 HacTtpouka 3agaum «O6HOBNEeHMe»

NcTo4YHNK 0BGHOBNEHUN — 3TO pecypc, copepXalumnin obHoBneHns 6a3 1 moaynemn
nporpammbl Kaspersky Endpoint Security. AcTo4HNMKOM 06HOBNEHUI MOryT ObiTb FTP- nnu
HTTP-cepsepbl (Hanpumep, cepBepbl obHoBneHun Kaspersky Security Center wn
«JlabopaTtopun Kacnepckoro») n nokanbHble UM CeTeBble KaTanorM, CMOHTUPOBAHHbLIE
nonb3oBaTenem.

B npeaoyctaHoBneHHon 3agadye «OOGHOBREHME» B Ka4yeCcTBE WCTOYHMKA
obHOBNEHNMN no ymonyaHuio BblbpaHbl cepBepbl ob6HOBNeHUNn «JlabopaTopun
Kacnepckoro». Ecnn no KakMm-To npuyMHam Bbl HE MOXETe UCMoSib30BaTb B Ka4yecTBe
NCTOYHMKa 0BHOBNEHUN cepBepbl 06HoBNEHMN «JlabopaTopum Kacnepckoroy, cywiectsyeT
BO3MOXHOCTb  nonyyeHns OBHOBNEHWA U3  nosib308amesibCKO20 UCMOYHUKa
o6HoOe/IeHUlU — W3 YKa3aHHOW fOKarlbHOMW WNW CeTeBOW Manku, CMOHTUMPOBAHHOM MO
npotokonny SMB wnu NFS, wnn ¢ FTP- wnu HTTP-cepBepa. Bbl MoxeTe ykasaTb
NoNb30BaTENbCKNA NCTOYHMK OBHOBNEHNI B NnapameTpax 3agayn «OBHoBneHue».

Bce OoOCTynHble 3HAYeHWs M 3HAYEHUS MO YMOMNYaHUIO ANA BCEX NapamMeTpoB
3agaum «ObHoBneHme» onucaHbl B Tabnuuya 1.

Tabnuuya 1 — MNapameTpbl 3agayn « O6HOBNEHME»

MapameTp OnucaHune 3HavyeHune
SourceType WcTouHuk nonyvyeHns | KLServers — c ogHoro n3 cepBepoB
oBHOBMNEHUN obHoBneHun «Jlabopatopun

Kacnepckoro» no npotokony HTTPS
SCServer — C yCTaHOBMNEHHOIO B
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MapameTp

OnucaHue

3HayeHune

nokanbHou cetn CepBepa
agMuHucTpupoBaHusa Kaspersky
Security Center

Custom — nporpamma 3arpyxaet
06HOBMEHMS U3 NOMb30BaTENLCKOro
NCTOYHMKA, YKa3aHHOro B CeKunmn
[CustomSources.item_#]. Bbl MoXxeTe
yKkasblBaTb pasgens HTTP-cepsepoB
unu Kkatanora Ha no6om
CMOHTMPOBAHHOM YCTPOWCTBE
3almaeMoro KoMnboTepa, BKYas
ONPEKTOPUN Ha YAaneHHbIX
KOMMbIOTEPAX, CMOHTUPOBAHHbIE MO
npoTtokonam Samba nnn NFS.

UseKLServersWhenUnavailable

O6palueHne
nporpamMmmbl K
cepBepam
OoOHOBEHWI
«JlabopaTtopum
Kacnepckoro» B
cnyyae, ecnv Bce

Yes (3HayeHue No yMoryaHuio) —
nporpaMma rnoakno4aeTcs K
cepBepam 0B6HOBNEHUN
«JlabopaTtopun Kacnepckoro», ecnu
BCE NOMb30BaTeNbCKNE UCTOYHMKN
0BHOBNEHWI HEAOCTYMHBI.

No — nporpamma He noakni4aeTcs K

nonb30BaTeNbCKMe cepBepam 0OHOBMNEHUN

NCTOYHMKMN «Jlabopatopun Kacnepckoro», ecnu

HEeOOCTYMNHbI BCE NOMb30BaTENbCKNE NCTOYHMKN

O0GHOBNEHWI HEAOCTYMHbI

ApplicationUpdateMode Pexum 3arpyskm u | Disabled — He 3arpyaTb U He

YyCTaHOBKMU ycTaHaBnmBaTb 06HOBNEHUA

oOHOBEHWI nporpamMmeil

nporpamMmeil DownloadOnly (3Ha4eHue no

YMOI4YaHuIo) — 3arpyxatb

o 0BHOBNEHMA NPOrpaMMbl, HO He
S yCcTaHaBnmBaTtb UX
2 DownloadAndInstall —
g aBTOMaTUYECKM 3arpyxaTb U
S ycTaHaBnmBaTb 06HOBMEHUA
= nporpaMmbil
ConnectionTimeout Bpems oxvaaHus (B Bbl MOXeTe ykasbiBaTb TOSMbLKO Lerble
= cekyHaax) oTBeTa oT yucna B gnanasoHe ot 0 go 120.
=l WCTOYHUKA 3HayeHune no ymonyaxuio: 10
i o6HoBNEHWit — HTTP-
o cepsepa — npu
= NnonbITKe coeauHeHns
C HuMm. Ecnu B
> TeYeHne yka3aHHOro
o NpoOMeXyTKa BPEMEHN
= OT UCTOYHMKA
=] 0GHOBMEHUI He
@ NpPUXoauT OTBET,
nporpamma
o obpawyaeTcs K
5§ [PYroMy yKa3aHHOMY
2 NCTOYHWKY
3 OBHOBIEHUN.
E Cekums [CustomSources.item_#] cogepXxuTt cnegyrowmne napaMmeTpsbl:
= URL Agpec 3HayeHve no ymonyaHuio: He 3agaHo
Norib30BaTENbLCKOro Copepxut agpec HTTP-cepBepa, Ha
_ MCTOYHMKA KOTOPOM pacnofioXeH pasgen ¢
S
2
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MapameTp OnucaHue 3HavyeHune

obHoBNEHMI B OOHOBMEHMSIMU NN KaTanor Ha
NoKanbHOW ceTn unu B | NtoGOM CMOHTMPOBAHHOM YCTPONCTBE
cetn NHTepHeT 3almLLaemMoro KoMmnbloTepa, Bkovas

ONPEKTOPUM Ha yAaneHHbIX
KOMMbIOTEPax, CMOHTUPOBAHHbIE MO
npoTtokonam Samba nnn NFS

Enabled BkntoyeHne 3Ha4yeHue no ymonyaHuo: He 3agaHo
MCNonb30BaHUA Yes — nporpamma Mcnosb3yeT
MCTOYHMKA NCTOYHUK OBHOBMNEHWUI, yKa3aHHbIN
0GHOBNEHW, paHee B napameTpe URL.
yKa3aHHOro B NO — nporpamma He ucnosnbayeT

napameTtpe URL. [Ins | nctouHnk obHOBREHMI
BbIMONHEHNa 3aaa4m
Heobxoanmo, YToObI
MCMoNb30BaHUeE X0TA
Obl 0JHOrO NCTOYHUKA
obHoBnEeHu bbINo
BKJTHOYEHO.

PaccmoTpym npumep KOHurypaumoHHoro davna 3agadnm OOHOBMEeHus ans
crnydyasi, Korga nporpaMma [OofikHa 3arpyxaTb OOHOBNEHWA U3 MOofb30BaTeflbCKOro

NCTOYHMKA — JNTOKanbHOIo Kartanora /home/bases:

SourceType=Custom
UseKLServersWhenUnavailable=No
ConnectionTimeout=10
ApplicationUpdateMode=DownloadOnly
[CustomSources.item 0000]
URL=/home/bases

Enabled=Yes

MmnopTupynte B 3agady napameTpbl U3 KOHGUrypaunoHHoro darvna 6-update.ini

KoMaHaomn

kesl-control --get-settings 6 --file 6-update.ini

3.6 HacTtponka pacnucaHus 3agaum «O6HOBRNEeHNe»

Utobbl HacTpouTb NapamMeTpbl pacnucaHna 3agadnm nyteM  U3MeHeHUs
KOHoMrypaumoHHOro (panna, BbINOMHUTE crieayowmne aencTeus:
1. CoxpaHute napameTpbl pacnucaHus 3agayn B KOHUIypauWoOHHbIA dann ¢

MOMOLLbIO CreayoLLen KoMaHabi:

kesl-control --get-schedule <ID zamaum>|<uMsa 3anaum> --file <mojHH NOyTbH K OGanimy>

OTkponTe co3gaHHbIN KOHUIYPaLMOHHbIA hann Ans pegakTMpoBaHus.
3apante napameTpbl pacnucaHus.

CoxpaHuTe n3amMeHeHus1 B KOHUrypaunoHHoM amnne.
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5. WmMmnoptupynte napameTpbl pacnucaHus 3agadn u3 KoHGUrypaumoHHOro

(hanna ¢ NOMOLLbIO creayroLen KoMmaHab!:

kesl-control --set-schedule <ID Bamaum>|<uMmsa 3agaum> —--file <OOJHHEM NOYThL K Ganiay>

HpenyCMOTpeHu cneaywouwme napameTpbl OA54 HaCTpOﬁKM pacnucaHna 3anycka

3ajayn.

RuleType= Once
BR

PS

roe:

| Monthly

Weekly | Daily | Hourly | Minutely | Manual

PS — 3anyckaTb 3agady nocre 3anycka nporpammei.

BR — 3anyckaTtb 3agadvy nocne obHoBneHust 6a3 nporpammbil.

Bpems 3anycka 3agauu:

StartTime=[year/month/month day] [hh]:[mm]:[ss];

[<month day>|<week day>];

[<period>]

RandomInterval=<umuH.>— UHTEPBAN 3anycka 3aga4u, ecrim HECKONbKO 3aaY 3anyLleHbl

O[IHOBPEMEHHO (B MUHyTax).

RunMissedStartRules=Yes|No — BK/O4YEHNE 3anycka HpOHWMeHHOﬁ 3ajadyn nocre

3anycka nporpamMmbl.

PaccmoTpum npumep KOHurypaumoHHoro danna, obecnedmBarollero 3anyck

3aga4m obHoBneHna kaxkable 10 yacos:

RuleType=Hourly
RunMissedStartRules=No
StartTime=2021/May/30 23:00:00; 10
RandomInterval=0

YT006bl HAaCcTPOUTL 3anyck 3adaun kaxable 10 MUHYT, yKkaXkuTe cneayowme napameTpsbi:

RuleType=Minutely
RunMissedStartRules=No
StartTime=23:10:00;
RandomInterval=0

6—schedule.ini komaHaon

MMnopTupymnte napamMmeTpbl pacnnucaHus 3agadn u3 KoOHpurypaumMoHHoro cdanna

10

kesl-control --set-schedule 6 —--file 6-schedule.ini
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4 YnpaBrneHue nosiMTUKon 6e3onacHocTm

B maHHoM pasgene onucaHa nporpamma OC Astra Linux «YnpasneHne nonnTukon
6esonacHocTn» (fly-admin-smc), ocywecTenaowaa ynpaBneHne nNPOTOKONMPOBaHMEM,
NpBUNErMaMM N MaHgaTHbIMK aTpubyTaMmn nonb3oBaTenen, paboTa ¢ NONbL3oOBATENSAMN U
rpynnamu;

lMporpamma npegHasHadeHa Onst ynpaeneHus nonutukon 6esonacHoctu (MB), a
Takke ynpaBneHus eauHbIM NPOCTPaHCTBOM nosib3oBaTens. B yacTHocTn, nossonsier
ynpaBnATb:

—  nomnb3oBaTtenamu, rpynnamm, HacTpovkamu u atpubytamu: MaHAaTHbIM
pasrpaHuyeHnem poctyna (MP[) nonb3oBaTtensi, napaMmetTpamMu MNpPOTOKONIMPOBaHUS,
npuBUNErMSIMn, NOSIMTUKON CPOKa OENCTBUA NApOns, NOSIUTUKON BOKMPOBKY;

- baszamu pgaHHbix PARSEC (ayautoMm, MaHAaTHbIMM —atpubytamm u
npuBmunNernamMmn);

—  NOMUTUKOWM CO3[aHus Nonb3oBaTtenen;

—  HacTpowkamn ©GesonacHocTu (ycTaHaBnuBaTb napameTpbl MOHTUPOBAHUSA
ANA O4YUCTKM BNOKOB NamsAaTU MpU UX OCBODOXAEHWUU, HacTpaumBaTb OYUCTKY pasgdenos
CTpaHN4YHOro obmMeHa npu BbIKMOYEHUN CUCTEMDI);

—  napameTpaMu MOLKITHYEHNS BHELLUHUX YCTPOWCTB (y4uMTbiBaTb HOCUTENU U
ynpaBnaTb UX NPUHAANEXHOCTbIO, MPOTOKONIMPOBAHNEM U MaHAATHbIMK aTpubyTam.

lMporpamma  3anyckaeTca B  pexume agmuHuctpatopa. [Ona  Bbi3oBa

npuBunerMpoBaHHbIX AencTeum 3arnpawmBaeTca AonoJIHUTesIbHaAaA aBToOpmu3auna.

L

Y YnpagteHne noarTHeod GeaonacmocTy - NoansMaR NonUTHE - O
dafin  Mpasxa HacrpoFow Moo

o

» @ Ayawr
Ki}h’ll'le:ITEFI. asira

3~ Mpynou IP: 127.01.1

> [ ZAMEHYTIA NPOMPAMMHAIR ¢ OnepaynoHHaR cucTema: Astra Linux (Smolensk 1.6)
ol MasgatHeie aTplyTe

> T MasgaTHA KOWTROME WEAD...

1 MonuTop GeaanacseLTr

HacTpofks Gé3onacHoCTH

» == MOANTHER ySeTHORA 2aNUCK

¥ 2 Nonksoeatend
¥ & Mpumsnering
¥ n ¥npagneHue KB0TIMH

3 VETRARCTES o MpABsny

PucyHok 16 — NaHenb ynpaBneHus nonmtmkon 6e3onacHocTu
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MaBHOE OKHO nNporpamMmbl cOO4epPXUT MeHo (MeHi), naHenb WMHCTPYMEHTOB
(MaHenb MHCTpymMeHTOB) M GOKOBYKD NaHenb ANS HaBuraumm no gepesy HacTpoek 16
(MaHenb HaBuraumm) c pabo4den naHenbio cnpasa (CM. PucyHok 16).

MeHo nporpaMmmbl COOAEPXUT crneayroLne nyHKTb:

- «Panny:

—- «Bbixog» — paboTa nporpammbl 3aBepLlaeTcs;

- «[lMpaBka» — nyHKTamn nogmeHto gobasnsieTcs/yaanserca pasgen B gepese
HacTpoek [1B Ha OGokoBon naHenn «3nemeHTbl» (lMaHenb HaBurauuu), a Takke
N3MEHSAITCA COOTBETCTBYIOLLME eMY 3HAYEHWSI NapaMeTPOB HACTPOWKMW:

- «OBHOBUTL» — coaepXXnMoe naHenen obHoBNsAeTCS;

- «Ypoanutb» (akTMBMpPYeTCSa NMpu BblaeneHuu pasgena) — nosiBnseTcs
OKHO C 3anpoCOM Ha MoATBepxaeHue yaaneHus. [locne nogTBepXaeHus wnm
OTMEHbl OKHO 3akpblBaeTCs W pasgen, COOTBETCTBEHHO, YyAanseTcd WNu He
yaanseTcs;

- «Cospatb»  (akTmBMpyeTcs Npuv  BblaeneHuuM  pasgena  unu
obbeanHeHus pasgenoB) — MNO3BONSET CO34aTbh HOBbIM pa3den, a Takke pabouyto
naHenb C 3fieMeHTaMM HaACTPOWMKM 3TOro HOBOro pasgena. Ha naHenu «CsorictBay
noaABnAeTcs HoBas (opmMa WM  BCNoMoraTteslbHoe OKHO Afi  YCTaHOBKM
HeobXoauMbIX NapaMeTpoB;

- «lMpMEHNTb» — yCTaHOBMEHHbIE HACTPOWMKM NPUMEHSIOTCS;

- «OTMeHa» — OTMeHa U3MEeHEeHUs HaCTPOEK,;

- «HacTtponkn»:

— «[MnarnHbl» — oOTKpbIBaeTcsl OKHO «[lnarMHbl U MoAynuy», BO BKMagkax
«MnarvHbl» 1 «Mogynu» KOTOPOro OTOOpaxalTCHd, COOTBETCTBEHHO, 3arpy)aemble
nnarvHbl 1 Moaynu, a B ctpoke «lyTb» oTOoBpaxaeTcs mMapLlpyTHOe MMSA KaTanora C
dannamum ansa ux xpaHeHus. Ynpasnstowme anemMeHThbl:

— [N3MeHnTb] — OTKpbIBaeTCA AManoroBoe OkKHO A9 YCTaHOBKM HOBOrO MMEHU
Katanora c annamm ans xpaHeHus. [locne noaTBepXOeHUst UM OTMEHbl OKHO
3aKpblBaeTCsl, U1 HOBOE WMs KaTanora, COOTBETCTBEHHO, YCTaHaBfMBaETCA WM He
yCTaHaBIMBaeTCH;

— [BaKkpbITb] — OKHO 3aKpbiBaeTCs;

- «[NomoLwpby:

— «CopgepxaHne» — BbI30B OKHa CnpaBKMy;

— «O nporpamme...» — BbI30B OKHa C KpaTKon nHopmaumnen o nporpammve.
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Ha naHenu MHCTPYMEHTOB pacrnonaratoTcs NOABMXHbIE MAHENN C KHOMKaMKn ObICTpoWn
HaBuraumm no gepeBy PYHKLUNOHANbHbBIX KaTEropun AaHHbIX Ha GOKOBOW NaHenu
([MepenTn Kk poauTeENbCKOMY 3rieMeHTy Aepesal, [[lepenTu kK nepBomMy JoYepHEMY
anemeHTy gepesa], [[epenTtn K NnpeablgyLiemMy unm poanTenbCKoOMy areMeHTy AepeBal,
[MepenTu K cnegyowemy anemMeHTy gepeal), KHoNKamu, KOTopble NOBTOPSHOT
aHanornyHble NyHKTbl MeHto «lMpaBka» (cM. MeHto) 1 BbiNagaoLwmm CNMckom Ans
YCTaHOBKM (hunbTpa oTobpaxkeHust KaTeropuii AaHHbIM Ha paboden naHenw.
LLlenykomM nNpaBoOW KHOMKW MbILLK HA NaHENN MEHIO UM Ha NaHENN MHCTPYMEHTOB
OTKPbIBAETCS KOHTEKCTHOE MEHIO C (prilaraMm yCTaHOBKM MOKa3a Ha NaHenn MHCTPYMEHTOB
COOTBETCTBYHLLMX NOABWXKHbBIX MAHENen C 3TUMU KHONKaMMU.

HacTtpowkn nonutukmn 6e3onacHOCTN No cBoeMy yHKLNOHANbHOMY M CMbICITOBOMY
3Ha4YeHuto 06 bEOUHAIOTCA B rpynnbl U CTPYKTYPHO OpraHM3ytoTcs B AepesBe HacTpoek [1B,
KoTopoe oToOpaxaeTcs Ha 6OKOBOWM NaHENN HaBUraLMK:

- Ayau;

- pynnbl;

—  3amkHyTasi nporpammMmHas cpeaa;
- MangaTHble aTpubyThl;

- MaHOaTHbIM KOHTPOSb LLENOCTHOCTH;
- MoHuTop 6e3onacHoOCTH;

- HacTtponku 6e3onacHocTy;

- MonnUTNKN y4eTHOW 3anucu;

- Nonb3oBartenu;

- MpuBunernuy;

—  YcTpowncTtea n npasuna.

LLlenykom neBowm KHOMKM MbILLM HA 3HaKe B BEPLUMHE AepeBa UMK LLEMYKOM NIEBON KHOMKM
MbILLX Ha Ha3BaHWUM BEPLUMHbI 3Ta BEPLUMHA pa3BopavmMBaeTCs, ecnu bbifia CBEpPHYTA U,
HaobopOoT, cCBOpadmnBaeTcs, ecnu Obina passepHyTa. [locne pasBopaynBaHnsa BEPLUNHbI

NosIBNAITCS Ha3BaHWs pasgenioB U/Mnm CBOAOB pa3aenioB, BXOAALWNX B 3Ty BEPLUNHY.
[ins onepaTtMBHOro nepemeLleHus no AepeBy UCMONb3YITCHA KHOMKU NaHenm
WHCTPYMEHTOB (CM. [1aHenb MHCTPYMEHTOB).

TepMunHanbHasa BepLlUMHa gepeBa HaCcTpoeK NONUTUKM Be30nacHOCTM Ha3biBaeTCA
pasfenom, a HeTepMuHarbHas BeplnHa — CBOAOM pasfgenos. Pasgen nnu ceof
pa3genoB BblAeNseTcs LWen4ykoM JieBor KHOMKY Mblwn Ha HeM. [ocne BblaeneHus cnpasa
Ha nosiBNSeTCs CoOoTBETCTBYOWAst oopma paboyern naHenu ¢ anemeHTaMmm onsi

HaCTPOWKN cOOTBETCTBYOLWMX NapameTpos MB. Mpu HaBeaeHUN Kypcopa Ha 3NeMeHT
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ynpasJrieHnd noAasnAeTcd noackaska. 3Ha4veHus napamMeTpoB yCTaHaBIMBAOTCA B pexnve

agMuUHUCTpaTopa.
4.1 Ayaut

B OC Astra Linux umeetca cobcTBeHHad cucTtema ayauTa, Mno3BonsoLwas
HacTpamBaTb 17 BWOOB COObLITUMA MO rpynnam: MO YMOMYaHWo, ANs OTAENbHbIX
nonb3oBaTenen n Ans oTaenbHbIX rpynmn.

HasHaueHwne pnaros xXypHannpoBaHus NpoONCXoauT cnegyowmm obpasom:

1) ecnu ykasaHa crieumarnbHas 3anucb Ans nonb3oBaTens, TO UCMNONb3yeTcs
3Ta 3anvce;

2) ecnu 3anucuM HeT, TO CKNagplBalwTCa narn >XypHanupoBaHus Ans
NepBMYHOWN rpynnbl (€CNM OHa yKasaHa) U ONns BCeX SIBHO YKa3aHHbIX rpynn, YreHOM
KOTOpPbIX SBNAETCA OaHHbIA NOofb3oBaTeNb. Taknm obpa3oM, ecnun nonb3oBaTeslb BXOOUT
B HECKOMbKO rpynn, ykasaHHblX B dawvne, Ana Hero OyayT pernctpupoBaTbCs Bce
coObITUSA, yKasaHHble Ans aTUX rpynn;

3) ecnu nonb3oBaTeflb HE SABMNSETCHA YSIEHOM HU OOHOW U3 SIBHO YKa3aHHbIX
rpynn, To ncnonb3yeTcd 3annck "other" (octanbHble);

4) ecnu 3anucu "other" HeT, TO wucnonb3yeTcs MNONUTUKA, MNpPUHATas Ons
CUCTEMBbI MO YMOJSTYaHWIO, a B XXypHane pernctpupyeTcsa npegynpexaeHue.

[na HacTporkM OTOenbHbIX MNapaMeTpoB ayamTa WCMONb3yUTe KOHCOJSbHYHO

o
E .
o KomaHay useraud nnu rpadudeckyto ytunuty fly-admin-smc.
3
3 UTtobbl fOBaBUTL NapamMeTpbl ayauTa asns nonb3oBaTens, UCNonb3ynTe KomaHay
=
=

sudo useraud <mojib30BaATENbL> <QJaru ayaura>
= UTtobbl fOBaBUTL NapamMeTpbl ayauTta ans rpynnbl, UICNOSb3ynTe KOMaHay
S|
z sudo useraud —-g <rpynna> <@jarm ayamura>
=

Hanpumep, 4ToObl go6aBunTb Ans nonb3oBaTenst oper ycnewHoro cobbitnsa open,

= yCNewHoro cobbITna exec M OTMEHUTb NPOTOKONIMPOBaHME HeycnewwHoro cobbiTus open,
pu
jun | 9
= ncnonb3ymnte KomaHay
]

sudo useraud oper +topentexec:-open
s 9
E [MepeyeHb NpoToKONMpyeMbix cObbITMI NpuBeaeH B Tabnuua 2.
" Tabnuua 2 — MNepeyeHb npoTokonupyeMbix cobbiTnin OC Astra Linux
o
)
S Pa3psag | Knoy | CobbiTue | OnucaHue cobbitusa Ycnex OTkas
= CeTteBble cOObITUSA Het

16 W Net dnara ®nar
=
D
o
= Na)
= Nucm
[Cum)
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Pa3psag | Kno4y | CobbiTne | Onucanme cobbitus Ycnex OTkas
MNepenmeHoBaHne HeTt

15 E Rename dnara ®nar

14 H Chroot M3MeHeHne KOpHeBOro karasnora ®nar ®nar
M3ameHeHne npusunernn Het

13 P Cap dnara ®nar
CmeHa maHaaTHbIX aTpubyToB Het

12 M Mac dnara ®nar
YnpasneHne cnnckom npas Het

11 R Acl goctyna dnara ®nar
M3meHeHune cnncka Het

10 A Audit NPOTOKONMPYEMbIX COBbITUI dnara ®nar
N3meHeHune GID Het

9 G Gid dnara dnar
N3meHeHne UID Het

8 I Uid dnara dnar
3arpyska-BbIrpy3ka Moayss Het

7 L Module dnara dnar
MoHTUpoBaHue/pasmMoHTUpOBaHME

6 T Mount ¢rannoBon CUCTEMBI ®nar ®nar
M3meHeHWe Bnagensua anna Het

5 N Chown dnara dnar
M3meHeHune npas gocTyna K Het

4 D Chmod danny dnara dnar
YpaneHue canna HeT

3 U Delete dnara dnar
3anyck nporpammbl Het

2 X Exec dnara dnar
CospaHue hanna Het

1 C Create dnara ®nar
OTkpbiTHE dhanna Het

0 ©) Open dnara dnar

[ns HacTPONKN NPOTOKONIMPOBaHUS C NOMOLLLIO rpadmyeckon ytunutel fly-admin-smc
nepengute B paboyyto naHenb Ayoum — Hacmpodlku ayduma. MNaHenb «Hactponkm
ayauTa» CoOepXUT BKNaaKu:

1) «[lMo ymonyaHuio» (cM. PUCyHOK 17) - HACTPOWKM ayamnTa no YMOSTHaHUIO:

- donar «HacTtpownka ayauTta no yMOn4aHuio» - BKITKOYaeT HAaCTPOMKK ayamTa no
YMOSYaHUIO;

- «Ayant ycnexoB» W «AyguT OTKasoB» - CMUCOK (pnaroB BKITHOYEHUS
permcTpauun cobbITUi B XXypHane onepawui, B criydyae ux, COOTBETCTBEHHO, YCMELUHOrO U
HeyCcneLuHOro BbINONHeHWs. dnar nepexkroyaeTcs Wen4ykoM rieBor KHOMKM MbILIN Ha HEM.

2) «[pynnbl» (PucyHok 18) - cnucok rpynn C MepcoHanbHbIMW HacTporKamm
ayaunta. [BOWHbIM LIENYKOM JIEBOW KHOMKMA MbIWW Ha 3dremMeHTe crnucka Ha paboden
naHenun otobpaxatTca HAaCTPONKM ayauTa COOTBETCTBYIOLLIEN IPYNMbl;

3) «[lonb3oBatenu» (cM. PucyHok 19) - cnucok nonb3oBaTenen c

nepcoHarnbHbIMU HaCTpOIZKaMI/I ayauTa. [BOMHbIM LLENYKOM JI€BOW KHOMKM MbILIN Ha

/lucm

N3m.

00159093.26 5144 000.L/ITM.2999 113 21

Aucm]  N° dokuym. | Modnuck | lama




Modnuck U dama

VHb. N° dudn.

Baam. uHb. N°

Modnuck U dama

MHB. N° nodn.

13016

aneMeHTe

Crncka Ha

pabouen

COOTBETCTBYHOLWEINO Nofib3oBaTenA.

naHenu

oTobpaxatoTcs

HaCTpPOWKM

BNEHWE NOMMTHKD
Daiin  Mpaexa HacTpoikn Momows
)
- B astra HacTpoikn ayamTta

: e

¥ &l Fpynnii

> [# JamkHyTaa nporpammHan cpega o

> o MangatHeie aTpubyTel AyamT

3 W MaHaaTHIA KOHTPOME UENOCTHOCTI RO
AyAWT OTKAIO0E:

B Mowutop GesonacHocmia

¥ T, Hacrpoiikn GesonacHoctv FaspAn ~ | Kmoy Cobeitwe yanex

¥ S MOAUTMEM YHETHOM 3aNKCKH 16 w net |

¥ I MNons3oeateny 13 e rename U

¥ & NpuBKnersn 14 h chroot O

»- [ ¥npasnenue xeotamm 13 p cap O

¥ [Z] ¥crpodicrea u npaemna 2 m mac |
1 r acl ]
10 a audit O
9 q gid [
3 i uid [
7 I module |
] t maunt |:|

0000

&

PucyHok 17 — HacTtpownka ayguta

= YI'IPBEJ'IEHI!'IE nonuTHUKoi GesonacHocTH - rpyl'll'lbl C nepcoHanbHbLIMWA HBCTPDﬁKﬂMIﬂ aygunuTa

daiin

vl astrasDK
v Aymut

L Mpynne

= Mpweunernn

B vnpaenenne keotamn

[Z] vcrpoiicrea u mpasuna

Mpaeka HacTpoiikn

.
L%

Momols

% Mons30BaTenw

3aMKHYTas NporpaMMHan C...
MaHAaTHEIe aTpnByThl
MaHAaTHLIA KOHTPOME Leno...
MoHuTop GezonacHocT
Hactpoiiki 6esonacHocTi
MonUTUKKY Y4eTHoI 3anmcK

Mons3oBatenn

HacTpoiiku ayanta
+/ Mo ymonuanmo

HawmeHoeal ~  Yonex

MNMoacraHoeka

2] Tpynnel

i

2 Monb3oBaTenn

OTKa3

QAT

PucyHok 18 — Hactpownku ayguta rpynn

ayauTa
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®ailn  MNpaeka Hacrpoiikw [Momows

7~
(¥

Il astraSDK Hacrpoiikn ayauTa

of
o il Ayaut
Y i Mo ymonuannio 2 Fpynnel | #5 Mone3osatenu
izl Mpynnel

HawnmeHoBal ~ | Ycnex OTka3
= Tpynnel
[# 3amkHyTan nporpammHan c...
1/ MangaTtHeie aTpuByTel
M MaHAaTHEIA KOHTPONE Leno...
MoHuTop Be3onacHocT
| HacTpoiikw BesonacHocTk
B MoAWTYKK YUETHOR 3anncik
L Nonsaoeatenu
:_‘:_ Mpuennerun
E YnpaeneHwe KBOTamMK

D YCTpOWCTEA WM NpaBenna
NMogcraHoBka

PucyHok 19 — HacTtpownkn ayauTta nosib3oBartenemn
4.2 Npynnbl

Ha pabouyen naHenu (cm. PucyHok 20) B TabnmMyHOM Buae oTtobpaxaeTcsi CIMCOK
rpynn nosfib3oBaTesnen.

Ctonbubl: «HanmeHoBaHue» (CO 3HAYKOM MOpsiAka COPTMPOBKU CnpaBa) - UMs
rpynnbl; «GID» - naeHTUdUKaLMOHHBIA HOMep rpynnbl; « CUCTEMHAA» - NPUHALNEXHOCTb K
CUCTEMHbIM rpynnam.

[BOMHbIM LLENYKOM JIEBOM KHOMKM MbILM HaA Ha3BaHWW rpynnbl Ha paboden
naHenu nosiBASKOTCA BKNAa4KM CO 3HAYEHUSIMUM HACTpoeK NonuTtukn 6esonacHocTu Ans
nonsb3oBaTens atoun rpynnsl (cM. PucyHok 21):

1) Bknagka «ObLmex:

-  «Mmsa» - oToBpaxaeTca umMsa YneHa rpynnol;

- «UID» - oToBpaxaeTca naeHTUMKaLMOHHbIN HOMEpP YneHa rpynnbl;

— «GECOS» - oTtobpaxaeTtcsa nHpopmaumna n3 y4eTHoOn 3annucum YneHa rpynnei;

—  «CuCTeMHbIN» - NPUHAANEXHOCTb K CUCTEMHbIM rpynnam;

—  KHOMKW ynpaBrfeHnsi CIUCKOM (BHU3Y):

— [Jo6aBuTb] - OTKPLIBAETCA OKHO CO CMAMCKOM MNofib3oBaTenen. OneMeHT

Cnucka BblAenseTcs Wen4koM JIEBOM KHOMKM MbILLUX HA HEM. [}J,a] - OKHO 3aKpbiBaeTCcd, U
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UMS BblAENeHHOro nonb3oBaTensa otobpaxaetca B none «lonb3oBatenu», [OTMeHa] -
OKHO 3aKpblBaeTcs;
- [Yoanutb n3 rpynnbl]) - BblaeneHHbI B none «Mmsa» anemeHT yaganseTcs;
2) Bkragka «AyanT» - HaCTPOKMKKW ayauTa rpynnsl (CM. PucyHok 22):
- donar «HacTtpovka ayauTta rno ymosidaHuoo» BKITHOYaeT HaCcTpPOoMKM ayauta no
YMOSNYaHUIO;
- «Ayout ycnexoB» W «AyaguT OTKasoB» - CNUCOK donaroB BKHOYEHUS
perncTpauumn cobbiTUI B XXypHarne onepauuin, B criydae Ux, COOTBETCTBEHHO, YCNELIHOro u
HeyCneLwHOro BbINOSTHEHNA YreHoM rpynnbl. dnar nepeknoyaeTcsa LWeNYKoM feBou

KHOMKN MbILLUN HA HEM.

% Ynpaenexwe NonUTWKoR BE30NACHOCTK - TPyNMbI NONL30BaTENEA - O x
®aiin  Mpaeka HacTpoiikn  TMomolb

‘:, OfbluHble v
[ astra Tpynns nons3oBaTene
v Ayaut
2 Mpynnbi HawmeHoBaHWe ~  GID CucremHan
o i lMone3oBatenn Z libvirt-gemu 64055 HeT

disp 1002 HeT

ke

0 disp

- EE

admin_alpha

astra-admin 1001 HeT

administrator 1003 HeT

§r B b

administrator admin_alpha 1000 HEeT

astra-admin

B B B

disp
Z libvirt-gemu

> [ 3amkHyTas NnporpaMmMHan cpeaa

>~ &/ MaHgaTtHble aTpubyTsl

>~ M MaHAaTHLIR KOHTPONE LeNoCTHOCTK
MoHuTop Ge30MacHoOCT

>~} Hactpolikn GesonacHocTi

>~ Zw MonuTKN yueTHOM 3annc

>~ 2. Mone3oeatenn

> 3= Mpueunerun

> B ¥npaenenue keotamu

- - MoacTaHoBKa ~ || DUAETP
>~ [£] verpoiictea v npasuna 2 l

OTMEHWTE M3MEHEHIA

PucyHok 20 — Npynnbl nonb3oBatenemn
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~ Bl astra
vl Ayant
2 Mpynnsl
w2 lMons3oearenu
2 disp
~- &l Tpynnel
Z admin_alpha

Z administrator

Z disp

Z libvirt-gemu

>~ &/ MaHgaTtHble aTpubyThl

MoHwTop GezonacHocTk
»~ | Hactpoiiki BesonacHocTk
> = MonnTUKK yueTHol 3amncn
-
2~ uwe Mone3oBatenn
2~ a7 Mpuennermn
>~ [} vynpaenenve ksotamn

>~ [£] ycrpoiicrea w npaewna

®aiin  MNpaeka HacTpoiikn  Momouwlb

>~ [# 3amkHyTas nporpamMmHan cpeda

>~ M MaHAaTHBIA KOHTPONE LENOCTHOCTK

- Yripaenexune NoAuTKKoA Be3onacHocTy - Tpynna nonb3osarenei: astra-admin

O6bIUHEIE ~

Ipynna none3oeateneid: astra-admin

L Obwwme | iz Ayaur By ksorw [ Fpaduecknii knock Fly

HavwmeHoBaHwe: astra-admin GID: | 1001

Mone3osatenn

Mmna ~ | UID GECOS Fpynna CrcTeMHEIA
administrator 1002  administrator,, administrator Het

admin_alpha 1000 ., admin_alpha Het

PucyHok 21 — OBLme HacTpourku rpynmbl norib3oBaTtenem

MNpynna none3oBarteneid: astra-admin

-

e OBWWe | 2 AyauTt

M) keorw | [ Mpaduruecknii Kook Fly

HacTpoiiki ayanTa no yMon4aHuH

AYyANT YCNexoe:
AyANT OTKa30B:

FazpAg ~ Konrod

AyanT

CobkiThe Yonex OTKa3

net
rename
chroot
cap

mac

PucyHok 22 - HacTtpoiiku ayguTa rpynnbl nons3oBateneu

3) Bknagka «KBoTbl» (CM. PUCYHOK 23) - HACTpOMKN NapameTpoB KBOT ANSA rpynn:

—  «YcrtpouncTa (u3 fstab)» - yctaHoBKa ycTponcTBa 13 BbiNagatoLlero cnmcka.

OtobpaxaeTtca cnucok u3 danna /etc/fstab ¢ yctponctBamun, KOTopble NOOAEPXKUBAKOT

KBOTMPOBaHWE;
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- «®annoBas cucrtemar, «nckoBble KBOTbl HAa AAHHOM YCTpoMUCTBE», «KBOTbI
ANdA rpynn Ha AaHHOM YCTPOWCTBE» - oTobpaXkaeTcs cooTBeTCTBYHLWAaa nHpopmaunsa ob
yCTaHOBMEHHOM YCTPOWCTBE;

— none «[lMamATb» - anemMeHTbl NS HaCTPOWMKM TeKyLero MCrnonb30BaHUs
namatn («Mcnonbsyetca»); nuMuMTa nNamsaTn, Npu MNpPeBbILEHUM KOTOPOro HaymMHaeTcs
OTCYET BPEMEHW B nepuoae OoTcpodkn («Msarkoe orpaHuveHuney»); numuTa namsaTw,
KOTOpPbIN He MOXeT ObITb MpeBbIWEH HWU Mpu Kakux obctoaTenbctBax («XKectkoe
orpaHvyeHue») u uHTepBana BpeMeHu, Npu NpeBbILEHNM KOTOPOro MSArkoe orpaHuyeHue
CTaHOBUTCS XECTKUM («Bpemsa HacTynneHus XeCTkoro orpaHnYeHns»);

— none «®annbl» - 3nNeMeHTbl AN HaCTPOWKM TeKylwero WUcrnonb30BaHUs
dannoB («Mcrnonb3yeTcs»); nNMMuTa @annos, NMpu MPeBbILEeHUN KOTOPOro HauYnmHaeTcs
OTCYET BpPEMEHM B nepuoge OTCcpoukm («Msrkoe orpaHuyeHuey); numuta annos,
KOTOpPbIN He MOXeT ObITb NpeBbllWEeH HU Mpu Kakux obctosTenbctBax («KecTkoe
orpaHuyeHue») n nHTepBana BpeMeHu, Npu NPeBbILEHNMN KOTOPOro MSArKoe orpaHuyeHue

CTaHOBUTCA KECTKUM («BpeMFI HacTynneHund >XecTtkoro OFpaHVI‘-IeHI/IFI))).

? ¥npaeneHune NonMTMKoA BesonacHocTy - HacTpoiika KBOT 4NA rpynnkLastra-admin - O
®alin  MMpaeka HacTpoilkn Momolys
C | 0@
[ 54 ok
B astra Ipynna none3oeatenei: astra-admin
Ayau - N y _
< OBwwe 2 Ayaut B keorw | £ padnueckinii knock Fly
Mpynnel
* lMone3oBaTenn Yerpoiictea (13 fstab)
i disp /dev/sdal
= | pynnel MaifnoBan cMcTema: extd
= admin_alpha JWCKOBLIE KBOTEI HAa A3HHOM ycTpoicTee:  BbIKN
2 administrator KBOThI ANA rpYyNnb6l Ha AaHHOM yeTpoiicTee: BRIKI
Z disp McnonesyercA WMcnone3yetca
& libvirt-gemu 0,00 BaidT 0 ¢paiinoe
g yTaA NPOrpaMmMHan cpesa MaArkoe orpaHuyeHe MaArkoe orpaHuyeHne
¥/ MaHaatHele aTpuGyTel ] | oo K6 (] | 0 daiinos
M MaHaaT (OHTPOML LEeNoCcTHOCT
VIaHAATHEIN KOHTPOE -rHoCT JKecTkoe orpaHnJeHme XecTkoe orpaHuyeHne
MoHWTop Ge3onacHocTA - . .
I (] | 000 K6 [ | 0 ¢aitnos
HacTpoiiki GezonacHocTk
Bpemsa HacTynAeHUA XecTKOro orpaHnyYeHna Bpema HacTynAeHWA XecTKOro orpaHnyYeHns
<= MOAWTUKK YYETHOIA 3ancK
v v
Z5 MNons3oeatenn
2 Mpueunerian
YrpaeneHwe KBoTammn
YCTpoACTBa 1 Npaewna

PucyHok 23 - HacTtpoiika KBOT rpynn nonb3oBaTenemn
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4.3 MNonb3oBaTtenu

Bongnte B cuctemy Kak cynepnonb3oBaTenb (root), otTkpouTe [laHenb
yrnpasrneHusa (meHio «llyck»). MNepenante B rpynny «besonacHocTb» 1 oTKpouTe pasgern
«MonuTtuka 6e3onacHocTu» (cM. PucyHok 16). MNMepenaute Ha y3en «[lonb3oBatenu» (CM.
PucyHok 24).

Ha paboyen naHenu B TabnuyHoMm BMae oTobOpakaeTcst CMCOK Nofb3oBaTeNen.

Crtonbubl: «HanmeHoBaHne» (CO 3HaA4YKOM Mopsiaka COPTUPOBKM cCnpasa) — UMS
none3oBartens; «UID» — wnoeHTUdUKaUMOHHbIM HOMep nonb3oBaTensa; «GECOS» —
MHpopmaumna mn3 y4yeTHon 3anucu nonb3oBaTens; «[pynna» — rpynna nonb3oBaTens,;
«CuncremMHaa» — oTMeTKa AN CUCTEMHbIX rpynn; «[JoM. katanor» — JOMaLUHWA KaTanor

nonb3oBaTtens; «O6onoyka» — MM 0OOMNOYKN.

9 Ynpaenenwe nonuTukoii GesonacHocTy - Monb3oBaTenu - O x
®aiin  Mpaeka HacTpoiikn  Momols

s O6kIUHEIR ~

v~ B astrasDK Monkzoeatenn
y-u Ayant
Sl rpynnsi Mma ~ | UID GECOS rpynna CUCTEMHBIA oM. kaTanor Ofionouka

»
> [# 3amkHyTan NporpamMmHan c... L administr... 1000 administrator  Het /home/administrator /bin/bash
> 1/ ManaatHble aTpubyTsl
» M MaHAaTHEIA KOHTPONE LENo...

MonuTop Ge3onacHocTit
» | Hactpoiikn GezonacHocTi
> Z= MoAWTMKKM yueTHOI 3anucn
-

L administrator

2~ a2 Mpuennerin
>~ [ ynpaeneune keoTamu

>~ [E] ¥orpoiicrea  npasuna

MoAacTaHoBKa ' DUNLTR

PucyHok 24 — Paboyas naHenb «lMonb3oBatenn»

[BOMHbLIM LLENYKOM NEBOW KHOMKM MbILWM HAa MMEHM NMonb3oBaTenst Ha pabouen
naHenu nosIBASKOTCA BKNagKM CO 3HAYEHUSIMUM HACTpoeK NnonuTtuku 6es3onacHocTu aAns
nonb3oBaTens atoun rpynnel (cM. PucyHok 25):

1) Bknagka «ObLwme»:

—  «WMmsa» - oTobpaxkaeTcs nmsa nonb3oBaTens;

- «UID» - oTobpaxaeTcsa ngeHTUMKaLNOHHbIN HOMEpP NoNb3oBaTens;

- «[Jom. katanor» - CTpoka BBOAA MapLUPYTHOrO UMEHW OOMAaLUHEero kararnora
nonb3oBaTterns;

—  nar «[llepemectuTb» — BKMNOYAET MEPEHOC COAEPXKMMOro OOMaLUHEero

KaTtariora nosnb3oBaTtesid npm "SAMeHeHn MMeH JOMaLLHEro KaTarora,
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«ObBonoyka» — CTpoKa BBOAA MapLLUPYTHOrO MMeHM KaTanora ¢ 060no4kon;
— none «[Maponb»: [A3MeHUTb] — OTKpbIBAETCA OKHO [Ans BBOAA HOBOrO
naposns C nocnegywwumMm ero noaresepxaeHuem. locne noatBepXaeHus UM OTMEHbI
OKHO 3aKpblBaeTCHd W HOBbIA MNapoSyib, COOTBETCTBEHHO, YCTaHaBNMBAETCA WKW He
ycTaHaBnmBaeTcsa. ®dnar «lleyatb» — BKMOYaAET OTOOpaXKeHUe YYEeTHOW KapTOYKu
nonb3oBaTens C BO3MOXHOCTbLIO ee neyaTy;

— dnar «GECOS» — cTpoka BBOAa WHGOPMaUUM U3 Yy4YETHOW 3anucu
nonb3oBartens. [...] (cnpaBa) — OTKPbIBAETCA OKHO AOf1s1 3aNOSIHEHUS OTAESbHbIX Nosen

yquH0|7| 3aruncum c VIHCbOpM&Ll,I/IGIZ 0 nonb3oBarerne. lNocne noarsepXxgeHnda niin OTMeHbI

OKHO 3aKpblBaeTca " HOBbIN I/IHCbOpMaLI,VIFI O noJfib3oBartesie, COoOoTBETCTBEHHO,
yCTaHaBlIMBaeTCA UM HE YCTaHaBJIINBaAETCA,
- none «prnnbl» — B TabnuyHoM BUOe 0To6pa>KaeTc;| CnMcoK rpynn.

LLlenykomM KHOMKM MbILIX Ha CTPOKE 3NEeMEHT crnucka sblgensetca. [[Jobasuts] u [Yaanuts]
(BHM3y) — nonb3oBaTeflb, COOTBETCTBEHHO, AobaBnseTcs B WM UCKOYaeTcs U3

BblAENEeHHON rpynnbi.

"3 ¥npaeneHwne nonntukoi GezonacHocTy - Monszoeatens: administrator - O x
®aiin Momowks

S

Mpaeka HacTpoiikn

O6blUHbIE v

~ B astrasDK Mons3oeatens: administrator

>- i Ayaur

2 Obwwe :e Bnokvpoeka L Ayant :_‘_ Mpuemnerun 12 MPA L Cpok geiicteua @ Ipaduueckuii knock Fly >

L Mpynnei

b
?
>
>

[# 3amkHyTas nporpaMmHan c...

[LIYER

UID:

E #/ MakaaTHbie aTpubyTel MepBuyHan rpynna: | 22 administrator v Mapone
rg ¥ MaraaTHelli KoHTPONE LiEno... Jowm. katanor: /home/administrator MepemecTiTe W3aMmeHUTE
o MoruTop GezonacHocTi
6 >~ | Hactpoiikn 6esonacrocti OBonouka: /bin/bash [ Mevarare
3 . .
= >~ < MOAWTHKI YHETHOR 3anucu GECOS:
g=] -
E T I:OJ'II:BOEIBTEJ'IM [ yueTHan 3anmncs 8 VB[
& ‘I:I.pmamnerww feyane:
‘ 5 -E.YHPBBHEHMEKBOTBMVI HaumeroeaHne -~ GID | CucTemHas k

é >-[Z] verpoiictea n npaeuna 2 video 4 Aa
=] 2 scanner 12 g3
QZ = plugdev 46 Aa
Fen) 2 netdev 108 Aa
é 2 Ipadmin 111 na
=
o o
5 PucyHok 25 — O6Lime cBorcTBa Nonb3oBaTens
=
2 2) Bknagka «brnokuposka» (cM. PucyHok 26)

— «CyeTunk Heyada4HbIX BXOO40B» — OT06pa>KaeTCF| KONMM4yeCcTBO HeyCMNeLWHbIX
% BXO40B noJib3oBaTtend N YCTAHOBJIE€HHbIX NONUTUKOWU 6]'|OK|/lpOBK|/| KONnn4ecTBO
[qum)
> HeycrneluHbIX NonbITok Bxoda. [C6poc] (cnpaBa) — KOMWYECTBO HEeyCMeLHbIX BXOA0B
]
o
2 obHynseTcs;
D
o
 —
=
D
o
=1 IENs)
= Nucm
[Cum)
2 0 00159093 26 5144.000.CNTM.2999 113 28
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- «MakcumarnbHoe KOnMyYecTBO HeyadayHblX MOMbITOK BXO4a» — B YMCIOBOM
none ycrtaHasnMBaeTCs MaKCUMarbHOE HeydayHoe KOSMYEeCTBO MOMbITOK BXoda Ans
nonb3oBaTens;

- dnar «YganeHue napons n 6rnokupoBka Bxoga» — paspeluaeT 6noKMpoBKy
Bxofa 6e3 naponsi;

- dnar «bnokupoBaTb Naponb» — BKNOYaeT 6IOKMPOBKY Napons;

— dnar «bnokmpoBaTb YY4ETHYK 3anucb» — BKOYaeT GNOKMPOBKY YyHETHOM

3arincu,

"3 ¥npaeneume nonuTKioi GesonacHocTy - MonuThica 6NoKMPoBKI Nonb3oBaTtens: administrator

®aiin  Mpaeka Hactpoidkw Momows

- I astrasDk Mons3oearens: administrator

> # Aypar 3 - - _ _
- O6ume | - Bnokupoeka L Ayaut =5 Mpuennervn i MPA4 2 Cpok aeictena @ Ipadmyecknii knock Fly >
= Mpynns

>
>~ (# 3amkryTan nporpammuan c... ||| CHETHUAK HEYAAUHEIX BXOAOE: o8 CBpoc
»
»

']
#/ ManaaTHsle aTprbyTe! MaKcHMansHoe KoNMUECTEO HeyAauHBIX NoNLIToK Bxoaa: 0 7 | 3HaueHue "0" cooTeTCTBYET rNOBGANEHOMY 3HAUSHINHO.,

" MaHAaTHbIH KOHTPONE LUEno...
. pofe [} Yzanenme napona n 6nokupoeka Bxoaa

MoHuTOop Be30nacHocTK 0 Erem e T

Hactpolikn GesonacHocti [} Bnoknposate yueTHyto 3anmcs

[}
>~ = MonuTukn yueTHoil 3anncu
-

- e MNMonb3oBaTenu *

-
P

>~ 32 Mpueunerun
> [} ynpasnenve kaotamm

>~ [Z] Yerpoiicrea u npaeuna

PucyHok 26 — Bknagka «bnokupoBka»

3) Bkrnagka «AyanT» - HaCTPOMKKW ayauTa rpynnsl (CM. PucyHok 27):

- donar «HacTtponka ayauTta rno ymosiyaHuio» BKIHOYaeT HaCTPOMKM ayamTa no
YMOYaHuIo;

- «Ayout ycnexoB» W «AyauT OTKa3oB» - CAUCOK doraroB BKIKOYEHUS
perncTpauun cobbiTUI B XXypHarne onepauuin, B Criydae ux, COOTBETCTBEHHO, YCNELUHOro u
HEeyCnewHoro BbIMOMHEHUS YNeHOM rpynnbl. dnar nepekniyaeTcs LWen4ykoM eBou
KHOMKWN MbILLW Ha 3HaKe crieBa OT Hero.

4) Bknagka «lpuBmnernm» - HaCTPOMKN NpuBUNErMn nonb3oBartens (cM. PucyHok
28). B cnuckax «Linux-npusunernn:» n «Parsec npusunernm:» — otobpaxaeTcs CnMCoK
onaroB BKMIOYEHUS, COOTBETCTBEHHO, Linux- u Parsec-npusunernn ons nornb3oBaTtens
(Pnarn BkntoYeHUs Linux- n Parsec npusunernn). dnar nepekniovaeTcs WenykoMm nesomn

KHOMKM MbILLM Ha 3HaKe crneBa OT Hero.
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£

£

Daiin

MpaBka  HacTpoiikn

.
L5

~- I astrasDK

> Ayaur
>~ & Tpynne

>~ [# 3amkHyTas nporpamMmHan c...

~

1t/ MaHgarHele aTpnbyTel

“

1 MaHAaTHBIA KOHTPOE LENO...
) MonnTop GezonacHocTi
> T

P

Hactpoiikn Ge3onacHocTi
MOANTUKN YUETHOI 3an1cK
v 2 Monwzosatenn

> & Npueunerin

~

[ ynpaenenue keotamn

w

[E] verpoitctea w npasuna

MoMoLes

Bce

) VHPEEJ'IEHME nonuTUKCH GezonacHocTH - HEETPUﬁK“ ayavTa nones3oearen

=

|5tratu|:

Monk3aoeatens: administrator

¥, Obwme :e Enokvpoeka = Ayant
ONUAHND

AyAWT ycnexos:

AyAWT OTKa30B:

Pa3pag ~ | Knou CobbiTue

n:_ Mpuennernn

Yenex

i MPA . Cpok geficrens

Ayant

OTtkas

[l Fpadmueckmid kmock Fly < >

PucyHok 27 — HacTponkun ayguTta nonb3oBartensi

=) VnpaBneHue NnonnTUKoii GezonacHocTy - [IpUBMNErUKA NOKaNLHOro Nonb3oBaTenn: administrator
®aiin  MpaBka HacTpolikm  Momolb
s Bce

~ B astraSDK
> & Ayawt

>~ & Tpynnel

>~ [# 3amkHyTas nporpamMmHan ..

1/ MangaTHele aTpubyTel

MNonk3oBatens: administrator

AL Obwwme :9 BnoknpoBka

Mpueunerin: 0x0

rpyUBNNErAK

M MaHAaTHBIA KOHTPOE Leno...
2] MonuTop 6esonacHocTi

T Hacrpoiikn GezonacHocTn

[T cap_sys._tty_config
] cap_sys_time

2~ am MoAUTHKKW y’HETHUﬁ 3anucK

~- I Monb3osatenn

a2 Mpuennervn

B vnpaenenue ksotamn

[Z] verpoiictea n npasuna

] cap_sys_resource
[T cap_sys_rawio

[] cap_sys ptrace
|:| cap_sys_pacct

[ cap_sys_nice

] cap_sys_module
|:| cap_sys_chroot
] cap_sys_boot

[ cap_sys_admin
|:| cap_setuid

[] cap_setpcap

[] cap_setgid

|:| cap_nef_raw

] cap_net_broadcast
D cap_net_bind_service
|:| cap_net_admin
] cap_mknod

AL Ayaur

Linux

-~ Pa3pAag
26
25
24
17
19
20
23
16
18
22
21
7
8
6
13

12
27

¢2 Mpweunerun

L MPA 5 Cpok geicTenA

[l paduuecknid kmock Fly < >

Parsec

MpuBKrnerui: 0X0

MpuBMAerum ~ | Pa3pag
\:| parsec_cap_update_atime 7
[] parsec_cap unsafe setxattr 12
\:| parsec_cap_sumac 14
] parsec_cap_sig 6
[] parsec_cap setmac 2
\:| parsec_cap_readsearch 9
] parsec_cap_priv_sock 8
[] parsec_cap mac_sock 1
\:| parsec_cap_ipc_owner 16
] parsec_cap_ignmacivl 4
[] parsec_cap_ignmacint 13
\:| parsec_cap_ignmaccat 5
] parsec_cap_file_cap o
[] parsec_cap_chmac 3
\:| parsec_cap_cap 10
] parsec_cap_audit 1

PucyHok 28 — HacTpowka Linux- n Parsec-npusunernin nons3osaTens

N3m.

flucm

N° Bokym

Modnuck

lama
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"3 YnpaeneHwe nonuTUKoi GesonacHocTh - MPJ aTpubyTeI nonk3zoeaTena: administrator - O x

@aiin  MMpaeka HacTpoiikn Momols
= Bce v

- astraspk Monb3oBatens: administrator

>-al Ayant - - - - "
L O6uwe Jo BnokupoBka i AyawT oo Mpueaneran | 1L MPA | o CpokpgeiicrenA Ll Mpadmueckuii knock Fly >
L Tpynnsl

[# 3amkHyTan NporpamMmHan c... YpoaHu

KOH$MACHUMANEHOTE LlenocTHoCTE

?
?
>~ W/ MaHpatHble aTpubyTel
?

MWHUManNEHEIR: | = 0:YpoBeHb_0 v || = O:Huakwi

=

MaHAaTHBIA KOHTPONL LEno...

Morutop GesonacHocTin MakcumManbHbii: | = 0:¥YposeHs_0 v || = 63:Bolcokuii v
»- | Hacrpoiikn 6esonacHoctn
- -~ Kareropumn
2~ <= TMoOAMTHKNY YYeTHOA 3anncn
- 2. Monbsoeatenn Paspag ~ | HaumeHoBaHn  MuH. Maxc.
. (S Kateropws 2 [ ] [
>~ &z Mpuennerva vlo Kateropwa 1 [ ] [l
>~ [ ¥npaenenve keoTamu

>~ [Z] yarpoiictea n npaeuna

PucyHok 29 — MaHgaTHOe pasrpaHudeHne gocTyna Ansi nosib3oBaTtens

5) Bknagka «MP[O» (maHpaTHoe pasrpaHudeHve poctyna) (cm. PucyHok 29).
OnemMeHTbl ynpaBneHuns:

- «MuHMManbHbIN YPOBEHb:» — n3 BblNagaroLero crnvcka
«KoHpmaeHunanbHOCTb»  yCTaHaBNMBAETC  MWHMMArbHbIA ~ YPOBEHb  MaHOATHOrMO
AocTyna, a u3 cnucka «LlenocTHocTb» — MUHUManbHbIN YPOBEHb LIENOCTHOCTY;

- «MakcnmanbHbI YPOBEHb:» — n3 BbiNnagaroLlero crnvcka
«KoHpmaeHunanbHOCTb»  yCTaHaBNMBAETCS  MaKCUMarbHbIA  YPOBEHb  MaHOATHOrMO
AocTyna, a ua cnmcka «LlenocTHoCTb» — MakcuMarnbHbI YyPOBEHb LLENTOCTHOCTY;

- none «Kateropum» — B TabnmyHOM Buae oTobpaxkalTcs KaTeropum n ux
aTpubyThl. Pnaramm BKIIKOYAETCA MUHUMArSbHbIN U MaKCUMarsibHbIN YPOBEHb KaTEropuMw.

6) Bknagka «Cpok gencrteus naponsa» (cMm. PucyHok 30). AnemMeHTbl ynpaBneHus:

—  dnar «MuHMManbHOe KONMYEeCTBO [AHEW MeXay CMEHOW napons» —
BKMOYaeT 4YMCroBOEe Mone [Afs YCTaHOBKM MUMHMMAnbHOrO KOMMYecTBa AHeW Mexay
CMEHOW napons;

—  dnar «MakcumanbHoe KOfM4ecTBO AHEeN Mexay CMEHOW napons» —
BKIMOYaeT 4YMCNOBOE Mone And YCTAaHOBKM MaKCUMMaribHOrO KONuMyecTBa OHEN Mexay
CMEHOW napons;

— (nar «4ucno AHen Bblgaun npeaynpexgeHus OO CMeHbl naponsa» —
BKIMOYAET 4YMCROBOE MNone Afs YCTAHOBKM 4ucia OHeW Bblgauum npegynpexaeHvs ao
CMeHbI napons;

— dnar «Yucno pgHenM HeaKTUBHOCTM MoOCMe ycTapeBaHWa napons no
GrOKMPOBKM Y4ETHOM 3anucu» — BKIOYAET YMCIOBOE MoMe ANs YCTaHOBKM YMcna gHEn

HEeaKTUBHOCTU MNMOcCIe yCTtapeBaHNA nNaposna go 6]'IOKI/IpOBKI/1 yquHOﬁ 3arncu,
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— dnar «Cpok OenctBus y4yeTHOW 3anucu nonb3oBaTena» — BKAOYaeT

KaneHgapb And yCTaHOBKU CPOKa AencTems y“IeTHOf/'I 3anncu Nosib3oBaTess;

- [MMnopT n3 wabnoHa]l — OTKpbIBAETCA OKHO ANS YCTAHOBKWU LabnoHa

NOJIMTUKN Maposid n nocneayruwero uMrnopTa napameTpoB U3 yCTaHOBJIEHHOIO lwabnoHa.

% Vnpaenenue nonuTukoii GezonacHocTy - MoAMTHMKA yCTapeBaHWA Napona nonbaoearena: administrator

@aiin  Mpaeka Hactpoiikk  TMoMoLE

~ B astrasDk Mons3ceatent: administrator
>l Ayan " - - Er - ™ " o

— O6wue <@ GnokupoBka ‘I AyauT -1 Mpueuneruw 12 MP/J 2 Cpok aefictans  [G] Fpaduueckuii knock Fly | B < >

Z| Mpynnel

- | MMHNManEHOE KONMUECTED AHEl MEX Ly CMeHaMW Napons:

# 3aMKHYTaA NPOTPaMMHaR Co. & P

+/ MangatHble aTpnbyTel 0 aHeid

1 MaHAaTHBIA KOHTPO/b LENo... MaKCcMMansHoe KONMYeCcTBo AHeH Mexy CMeHamMn Napons;
Monutop BesonacHocTn 99999 aHeit

> HacTtpoiikm BeaonacHocTn =
! p YKo gHeil BelAaun NpeaynpexaeHis 0 CMeHk! Napona:

> < MMoAUTKW yUeTHO 3anucn

<

o 7 aHei
V- e Mone3osatenu
= Unoo AHeil HeaKTMBHOCTI NOUIE YCTapeBaHWA Naposns
= A0 GNoKUpPoBKK YUETHOR 3annucu:
>~ &= Mpueanerun
>~ [ vnpaenenue ksotamu

" Cpok AeliCTBWA YUETHO 33N1UcK NONL30BATENA:
>-[£] verpoiictea u npasuna Oep 5

@

PucyHok 30 — Cpok gencTens napossi nonb3oBaTenst

7) Bknagka «[I"'padpmyeckun knock Fly» (cm. PucyHok 31) no3sonsieT orpaHn4mBaTh
AOCTYMHOCTb AN 3anycka nporpaMmm fnokasibHbIM Mnofib3oBaTenisaM. Hactponka pexuma
KMOCKa OCYyLIEeCTBNAETCA agMUMHUCTPATOPOM Ha MaKCUMaribHOM YPOBHE MaHOATHOro
KOHTPOSIS LLENOCTHOCTH, ycTaHoBneHHoro B OC Astra Linux. 3nemMeHTbl ynpaBneHus:

- dnar «Pexum kunocka rpaduyeckoro kuocka Fly» — BknoyaeT pexum
Knocka npu pabote ¢ NpuNoxXeHUsMM U3 cnmcka. Ecnu B cnvcke ogHO MpuUnoXeHue, To
PEeXUM KMoCKa BKNtovaeTcs npyu paboTte ¢ aTuM npunoxeHvemM. Ecnn B cnucke HeCKOMNbKO
NPUIOXEHUN, TO 3anyckaeTca Pabouymn cton ¢ atumu npunoxeHnamu. Bce gocTynHble
Katanoru, SpfblkM W T.4. yCTaHaBNMBAKOTCS B COOTBETCTBMM C NpeaocTaBfieHHbIM
AOCTYNOM;

- CNnCcoK «PaspelleHHble NPUoXKEHNsI» — CMUCOK MPUNOXEHUA ONsi 3anycka

B peXmnmMme KMOCKa. OneMeHT cnucka BblaenseTcs LWen4ykoM Mblln Ha Hem. KHorku

ynpaBneHns ana (opMMpoBaHUA Crvcka: [JoGaButb] (BHM3Y u cnpaBa) —
OTKPbIBAETCSA OKHO And YCTAHOBKM MMeHu nporpammbl (cM. PucyHok 32). [locne
NOATBEPXKAEHNS UM OTMEHbl OKHO 3aKpbIBAETCA M UMSI MPOrpaMmbl, COOTBETCTBEHHO,
NOSsIBNSAETCA MMM He MosIBNSeTCs B cCnucke. [YaanuTb] — nporpamma, BblaeneHHasi B

Cnuncke, yaandeTca,
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— KHonka [CUCTeMHbIA KMOCK], MPY HaxaTun KOTOPOW 3anyckaeTcs nporpamma

«CUCTEMHBIN KNOCK» (ynpaBrieHne orpaHn4eHnem cpenbl).

"2 YnpaeneHwe nonuTuKoii GezonacHoCcTH - HacTpoiikK kMocka NonbzoBarens: administrator - 0O x
@aiin  Mpaeka HacTpoikn  MomoLs
s ot
- Mone3oeatens: administrator
A ¥ 5 a Y e AT - n . - MmBn A e o e A
s Obupe | <&@ BAoknposeka T Ayan 5 Mpreuneran L MPA - Cpok geiAcTenA m Fpadmueckuin kmock Fly | £ < >

PexvM rpagu4eckoro KMocka (orpaHnyerHblin Habop npunoxernia)

MpunoxeHwa Ha paBouem cTone: v

D PEBDELI.MTI: H3MeHeHWe BHeELWWHEero enaa

[] PaspewwnTe daiine Ha paGouem crone

CoxpaHute wabnoH ANA NoNL30BaTENsA: k

ANA yCMNeHHoM 3aLLWTEI OT 3aMyCKa He pa3peLleHHLIX MPorpaMM 1 AnA Gonee rnGKoid HacTPOKI pekoMeHyeTcA

s CUCTEMHBIA KMOCK
MCMONE30B3TE CUCTEMHEI KMOCK:

PucyHok 31 — HacTpownka pexmma rpadonmyeckoro Knocka
AobaEnTb npyunoxeHWUe
13 meHo

MyTe K NporpaMme: |

[ ] 3anyckate npunoxenne B necounuLe (Firejail)

o
5
2
=
=
OTMmeHa
=
= PucyHok 32
=
§ Mpun cosgaHum rpadnyeckoro KMocka cregyeTt Takke 03HaKOMUTbCH ¢ pasd. 16.2
«Pexum knocka» pokymeHta «PYCB.10015-01 97 01-1 «PykoBogCTBO MO KOMMMEKCY
% cpeacTB 3awWwmThl MHOpMaLUmn, YacTb 1».
E B kayectBe npumepa paccmMoTpum CcO3gaHue nofnb3oBaTens  oper C
E OrpaHM4YeHHbIMW npaBamMu, OT MMEHM KOTOPOro AosmkeH 6yaetr paboTtaTb onepartop
= CucTeMmbl.
2l o
= Nucm
= 00159093.26.5144.000.C/1TM.2999 13 3
Mam| lucm| N° dokym. | Modnuce | flama
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13016

D,O6aBbTe HOBOIro norsb3o0BaTelid, HaXaB Ha KHOIKY , BBegunte unumMA

nonb3oBaTensa «oper» 1 NOATBEPANTE N3MEHEHNSA, HaXaB Ha KHOMKY

3apante nepBoHayanbHbI Maponb MONb30OBaTeNs, HaxaB KHOMKy [laponb —
UN3meHuUms.

YcTaHoBUTE NpaBa nonb3oBaTens.

BHumaHme! [na co3gaHuMs [OOMAalLHEro Karanora HOBOMO Mosib30BaTens

Heob6xoanumMo xoTs Obl OANH pas3 BOWTU B CUCTEMY KaK 3TOT NnoJib3oBaTellb.

"2 Ynpaeneuwe nonMTMKoii Ge3onacHoCTH - O x

@aiin  Mpaeka HacTpoikn  MomoLls
) @ | obuuse
[ Co3aaHue NoNb30BaTens
Wms: oper UID: o
= administratc MepenuHan rpynna: ope Hoean
) - [om. kaTanor: fhome/oper Co3pate M3MEHWUTH
#
” O6onouxa: /binfbash Meuatar
U GECOS: oper
D YuetHan 3anunce B CYB/]
. pynnel
s P HawmeHoBaHve - GID CucTeMHanA
2 2 video 44 aa
= [pUBMAErMI 2 users 100 aa
NpaeEneHne KBOTaMK fplugdev 46 Aa
= floppy 25 Aa
2 dialout 20 Aa
2 cdrom 24 Aa
2 audio 29 na

PucyHok 33 — Co3gaHne nonb3oBaTtens oper
Cospante ann ¢ pacwumpeHnem sh, Hanpumep, Start.sh, gns 3anycka

Busyanusatopa Alpha.HMI.Viewer.

D,O6aBbTe paspelueHHoe A4 BbINOJTHEHUA MPUITOXEHUA, HaXKaB Ha KHOIMKY n

Bbl6paB co3gaHHbIi BASH-ckpunT (cm. PucyHok 34).
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%3 ¥Ynpaenexne nonuTMKoii GezonacHoCTH - HACTPOIKM KMOCKa NONL30BATENA: oper - o x

@aiin

Mpaeka

HacTpoiikin ~ MNomowes

(5 %)

lNones3oeatens: oper

L ofuwe | & BNOKUPOBKS L AyauT = Mpweuneran | 12 MPA * Cpok aeiictBus ﬁ Ipadmueckinii knock Fly c >

Pextim rpadueckoro KMocka (orpasnyeH sl Habop nprnoxeHnia)

MpUNoXeHrs Ha paGouem cTone: v

[_] PaspewwmTs nzmenenne eHewwHero snaa K

] PaspewwmTe daiine Ha paGouem crone

COXPEHWH: wabnoH ANA NoNBL30BaTeNsA:

ANA yonneHHoi 3aWnTel OT 3aMycka He pa3pelleHHEIX NporpamMm u AnA Gonee rnfKoi HACTPORKM peKoMEeHLyeTcR

P CNCTeMHBIIA KMOCK
MCMOML30BaTh CUCTEMHBI KMOCK:

PucyHok 34

4.4 OrpaHquHMe AOoCTyna K BHelWHUM HOCUTensAm

B HacTosiwem pasgene onucaHbl Mepbl MO OrPaHUYEeHU0  MCMNOSNb30BaHUSA
BHewHMXx USB-Hakonutenen (Flash-namaTtb, BHELWHME NEPEHOCHbIE XXECTKME OAUCKU W

apyrue yctponcTtea) Ha cepsepax u APM Cucremsl.

N3m.

flucm

N° Bokym

Modnuck

lama

E BHumaHue! PasrpaHudeHne goctyna BO3MOXHO TOMbKO 4SS (pannoBbIX CUCTEM,
; nogaepXuBarmLWmMX paclimpeHHble atpubyTbl. [na USB-HocuTenem 310 pannosble
% cuctembl Ext2/Ext3/Ext4.
- PasrpaHnyeHne pgoctyna K  YCTPOMCTBY  OCYLUECTBMASIETCA Ha  OCHOBE
- COOTBETCTBYIWOLLErO npaBuna Ans MeHemkepa YCTPOMUCTB udev, KOTOpoe XpaHUTCS B
S
C,Zé’n danne B katanore /etc/udev/rules.d. OBbIMHO MMS Kaxgoro danna npasui HaYNHAETCS C
E ABYX LUMp 1 umeeT paclumpeHune *.rules, Hanpumep, 99-local.rules.

lMepen BbINONHeEHMEM dhannbl  yrnopagoymsaroTcsa Mo  andasuty. Pannbl C
i OAWHAKOBbIMM UMEHaMWN NepenncbiBalOTCs NOCNEeAHUM HanAdeHHbIM dhannom, T.e. daunn,
2 HaWAEeHHbIN NocneaHNM, 3aMeHUT CoboN paHee HarWAeHHbIN hann ¢ TaknuM XXe UMEHEM.
D Kaxxgasa ctpoka B dhanvne C npaBunamMum COAEPXKUT XoTa Obl ogHy napy
. Kntoud/3HadeHne. CyuiecTByeT ABa TUNa KITHOYEW: KNKOY-yCrOBME WU KITHOY MPUCBaMBAHUSA.
E Ecnu kntoy-ycnosume cosnasn npu obpaboTke cobbITUSA, TO JaHHOE NPaBUO BbINOJTHAETCA
3 M C MOMOLLbIO KNHYEN NpUcBaMBaHns YCTaHaBNMBAKOTCS YKa3aHHbIE NEPEMEHHbIE.
g
E [anee npuBeaeH npumep npasuna ang cbemHoro USB-Hakonutens.
=
=4 ENs)
= =) /lucm
g 00159093.26 51.44.000.C/1TM.2999 13 35




ENV{ID_SERIAL}=="JetFlash_TS256MJF120_OYLIXNAG6-0:0", OWNER="user",
GROUP="users" PDPL="3:0:f:0!:"

B paHHOM npumepe ana cbemHoro USB-Hakonutena ¢ CepunHbLIM HOMEPOM
JetFlash_TS256MJF120 OYLIXNA6-0:0 paspelleHO €ero wucnosnb3oBaHWe Bnagenbly
YyCTPOMCTBaA — NOMb30BATENO USEr MU Nonb3oBaTensM, BXOAAWMM B rpynny users. 34ecb
ENV{key} 3agaet 3HayeHVe nepeMeHHON OKPY>KEHUS.

Kntoun OWNER 1 GROUP no3BonsitoT BaMm Ha3HaunTb Bragenbla yCTpoucTea m
rpynny, BnagetoLLyto YCTPONCTBOM.

Mo ymonuanuio, udev cosgaeT ycTpoucTBa € npaBamm pgoctyna 0660
(4TeHme/3anucb ana Bnagenbua wu rpynnel). Ecnn notpebyeTcs, Bbl MOXeTe M3MEHUTb
HACTPOMKM NO YMOMNYaHUIO ONS onpefeneHHbIX YCTPOMCTB, UCMONb3ys B NpaBunax Koy
HasHadyeHns MODE. Kniodu MODE="0666" ycTaHaBnuBaeT, 4TO YyCTpoucTBo Oyaer
AOCTYMNHO Ha YTeHMe 1 3anncb AN BCeX:

Onsa yCTponcTBa yCTaHOBMEHDI MaHOATHble aTpubyThI: YPOBEHb
KOH(pmnageHumanbHOCTM — 3, ypoBeHb uernoctHoctm — 0, kaTeropum — f, ponm wu
aAMWHUCTPaTUBHbIE POSIN OTCYTCTBYIOT.

Y3HaTtb nytb K USB ycTponcTBy MOXHO, BbINONHUB koMaHgy Isblk. Pesynbtat

kOMaHAbl 6yaeT NPUMEPHO CReaYLLNIA;

=]
E NAME MAJ :MIN RM SIZE RO TYPE MOUNTPOINT

= sda 8:0 0 206 0 disk

g - —sda?2 8:2 0 1K 0 part
r§ —sdab 8:5 0 1022M0 part [SWAP]
= —sda3 8:3 0 7.9G6 O part

L—sdal 8:1 0 9G 0 part /

‘ sr0 11:0 1 1024M0 rom
S sdb 8:32 1 14.9G0 disk
it —sdb?2 8:34 1 2.3M 0 part
= —sdbl 8:33 1 1.76 0 part /media/linoxide/SANDISK
=
- B cnuncke HanguTe cMOHTMpPOBaHHbIV pa3gen Bawero USB-HakonuTtens, B 4aHHOM
=
= cnyyae ato yctpomnctBo /dev/sdbl. Ytobbl 3anpocutb atpubyTbl ycTponcTtBa mn3 6asbl
s

g AaHHbIX udev, UCcnonb3ynTe KoMaHgy
a

udevadm info /dev/sdbl | grep ID SERIAL

[wm]

E ~
o bnarogaps BO3MOXHOCTM aBTOMAaTUYECKOro (QOPMMPOBAHUSA annoB mnpaBui
s

3 cuctemon udev nogecmuctema 6esonacHoctv PARSEC B OC Astra Linux SE peanusyet
[ —
= cnegyowme SONONHUTENbHbIE PYHKLMM N0 paboTe C yCTPONCTBaMM:

=
[gum}

o

=4 ENs)
= Nucm
[“am}
= 0 00159093.26 51.44.000.C/1TM.2999 13 3
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13016

— perncTpauus yCTpomcTB B JokanbHoW Gase y4yéTta (B crnydae aBTOHOMHOW
paboyen ctaHumm) unu 6ase yyéTa, xpaHswencsa B 6ase yyé€ta KOHTponsnepa AoMeHa
ALD;

—  ynpaBneHuve AOCTYNOM K 3aperncTtpupoBaHHbIM YCTPOMCTBAM Ha OCHOBE
nonuTUKM  6e30MacHOCTN, OCHOBAHHOW Ha WX YPOBHAX KOH(MPMAEHUMAnNbLHOCTU W
LeNIOCTHOCTMW.

BHumaHue! B Cucteme koHTponnep gomeHa ALD He ncnonb3yeTcs.

B cnyyae nokanbHOW perucTpauum ycTpoucTB 6asa yyéTa co3gaéTtcs B
KOH(purypaumoHHom  cpanne  /etc/parsec/PDAC/devices.cfg. [Ona  kaxgoro  u3
3aperncTpupoBaHHbIX YCTPOWCTB popmupyeTcs OTAenbHas CeKuusl, OorpaHuyeHHas

©onokom Buga

flashdiskl
{

enabled = true;

description = “&msm guck 17;

user = “administrator”;

group ="Astra-admin”;

mode = "774";

pdpl = ”3:0:0x3:0x0!:";

audit = ”0x31d:0x31d”;

expressions=( “ENV{ID SERIAL}==\"JetFlash TS256MJF120 OYLIXNA6-0:0\"" );

access rules = ();

Hapsagy ¢ vaeHTUduKaunoHHbIMW JaHHbIMW YCTPOWUCTBA COOTBETCTBYKOLWAA eMy
CEeKUNA COOEPXWUT AdaHHble O AUCKPELMOHHBbIX npaBax AOCTyna K HeMmy, a Takke O ero
MaHLATHbIX YPOBHAX KOH(PMAEHUNANBHOCTU N HEUEPAPXUYECKNX KAaTErOPUAX.

[Onsa ycTpoWCTB, y4uTbiBaeMbIX B JOKanbHOW 6ase yyeTa, reHepauus
OCYLLECTBNAETCA MNpU COXPaHEeHUU WuHdopMauunm o6 YCTPONCTBE C MCMNOSb30BaAHUEM
nporpammel «YnpasneHue nonutukon 6esonacHoctny (fly-admin-smc).

Ana ycrtaHoBKM npaB [JocTyna K YCTPOMCTBY HeobxoouMmMoO BHayane ero
3aperucTpupoBaTb. [nga atoro cnegyet BblbpaTh B rmaBHoM MeHo OC Astra Linux llyck

NyHKTbI [TaHernb yrnpaesneHus v aanee lNonumuka 6e3onacHocmu (CM. PUCyHOK 16).
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[ MaHens ynpaeneHus

! PaBouwii cton f \
-y <
A OBopyaoBaHwe
Mpoeepka CucTemHBIR Kook CaHkumn PolicyKit-1 Monwtnka KypHan
ﬂ Mpouee LeNoCTHOCTH Ge30MacHoCTH Ge30nacHoCTH
CHCTEMEI
‘ CeTb
[]
;3_;_2, BesonacHoCTb
sad
@ Mporpammei
¢ Cucrema
Mownck...
Cnpaeka ‘ 3aKpLITh ‘

PucyHok 35 — NaHenb ynpaBneHus

[anee cnegyert Bbl6paTb B AepeBe HaACTpoeK NOJINTUKA ©es3onacHocTy, KOTOpoe

oTobpaxkaeTca Ha OOKOBOM MaHenn HaBurauum, NyHKTbl Ycmpolcmea u npasuna —

Yempoicmea (cm. PucyHok 36).

*

Daiin

=) anaaneuue nonuTUKoi GesonacHocT - OFPEHHHEHMR Ha pasmMmelleHWe YCTPBﬁCTB

Mpaeka HacTpoikn Momowb

00O+ -|c -

3

>

?

»

?

v B astraSDK OrpaHMuYeH A Ha pa3MeLLeHe M NPaBKna yyeTa yCTpoicTe

' Ayawt ; 7
v + YcrpoidcTea ‘ Mpaeuna
& Tpynnel

E 3aMKHYTast NPOrpaMmHas © HawmeHosal ~  [lMone3oeatent Fpynna MNpaga aoctyn:  BrAw4deHo
/ MangaTHele aTpubyTsl

M m ii

" MaHAaTHEIA KOHTPOE Ueno...
) MonuTop GesonacHocTy

1 HacTpoiiku 6esonacHocTia

. -

< ToANTUKK YUeTHO 3anncn

Ll

e MNonezoearenn

<= Mpueunerun

B vnpasnenve ksotamn

VeTpoiicTea v npaeuna
p Mpasuna

& YerpoiicTea
‘ MogcTaHoBKa v ‘ DUNLTP

PucyHok 36 — Paboyasi naHernb «YcTponcrasa»
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Haxmnte Ha naHenu MHCTPYMEHTOB KHOIKY

3

nogkntounte USB-Hakonutens k USB-nopTy KomnbloTepa.

[CospaTb HOBbIN 3nNeMeHT].

[oxantecb nosieneHus rpaduyeckoro okHa «[dobaBuTb ycTponctBo» (CM. PucyHok 37) u

[(Dw'lep ]

4 8280 1FB/FEM/FR/FW/FRW (ICHE Farmnily) USB2 EHCI Controller
Eh-o% 2,0 root hub
Bb o USE Mass Storage Interface
B¢ SCSI xocT-agantep
& SC51 XocTt-aganTtep
Eb @) yeTpoicTEn SCSI
& OAWMA MHTepdeic SCSI
B * Transcend 2iGE
- = volume (ntfs)
& Volume (extd)
L & Volume (vfat)

OnucaHue l CEONCTES ]

MpoxzeogrTens: letFlash

Hzpenue: Transcend 2GE

MoacucTema: block

NyTe sysfs: /sys/devices/pcil000:00/0000:00: 1.5/
usb1/1-11-1:1.0/host13 Aarget13: 0013 Or i O/blacksdc
YCTpoHCeTEO: /dev/sdc_vfat

Haxkonuteno

WHTepdedc: ush
PepHann: 5.07
CepHiHbIH HoMep: MLESGO LW

Tabnuua pazgenoe

CxemMa:
YHcno pazaenos: 3

(e

| o |

PucyHok 37 — OKHO perncrpaumm HoOBOro yCTponcTea

Mepentn k Bknagke «O6wme» (PucyHok 39). B cBoricTBax ycTponcTBa crneayer:

—  yCTaHOBMWTb (hriaxok «BkroyeHo»;

- BBECTU MMSA HOCUTENSA B none «HanmeHoBaHue»;

- co3gaTtb HoBoe cBowncTBo ID_SERIAL n BBectn B ctonbue «3HayeHue»

cepunHbin Homep USB-Hakonutens, Hanpumep, JetFlash_ TS256MJF120 OYLIXNAG6-0:0;

—  BblbpaTb B BbiMagalwWMX MeH Mofb3oBaTens W rpynny (Brnagenbua

rpynnbl n BCeX OCTalibHbIX nonb3oBaTteneu;

- B none «OnucaHne» MOXHO BBECTU KpaTKMUA KOMMEHTapUN.

YCTPOWCTBA), YCTAHOBUTb chraxkn (3agaTb AMCKPELMOHHbIE MpaBa [ocTyna) Bragensua,

/lucm
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Modnuck u dama
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@ YnpaBneHne nonuTuKoil GesonacHocTn - O x

®@aiin  lMpaeka HacTpoiikn TMomowe

e _—
S |© @ [[a
B PerncTpauns HOBOFO YCTPOACTBa
- HawmeHoeaHue: | test_flash BKNHOUEHOD
g HaA C I oBwwe | ¥ MPA = AYANT [ Mpaewna
1
MNonb3oBatens Fpynna OcTanbHble
M o
L2 administrator v Z administrator ~
D YreHne
O YteHne YteHne
3annce
e e o e 3anuce [] 3anmes 0
" . BEINOMHEHNE [] BeinonHenue [ Bemonreswe
= CeoiicTEa
o Tun Knrou Onepavuwa 3HaueHne
S 1 ENV v |ID_SERIAL |- v
Mpaswna |

C

OnncaHne

PucyHok 38 — O6Lume cBorcTBa HOBOIrO YCTPOMCTBA

[anee cnepyet nepentn Kk Bknagke «MPL», BbiGpaTb MaHAaTHbIA YpOBEHb W3
BblMagaroLero cnucka, ganee ykasaTb Habop MaHgaTHbIX kateropuin (PucyHok 39).

HasHaunTb gononHuTenbHble HAabopbl NpaBMn A4S YCTPOMCTBA U3 CNncKa npasun,
CO3[aHHbIX BO BKagke GokoBoW naHenu Ycmpoucmea u npasusna — [pasusia (B 4aHHOW
BKNagke cosgaeTtcsa Habop npasun Ang MeHegkepa yCTpoucTB udev.

Ha ocHoBe paHHbIX M3 6Gasbl y4yéTa YCTPOMUCTB nogcuctema 6e3onacHocTu
PARSEC aBTomaTuyecku reHepupyeT dannbl npaBun cuctemMbl udev, COOTBETCTBYIOLLNE
YYTEHHBIM  YCTPOWCTBaM, B COCTaB KoOTopbix Oyaer p[obaesneHo cooTBETCTBUE
ENV{ID_SERIAL}, skntovatowee agencresus OWNER, GROUP n MACLABEL, cBsa3aHHble C
yrnpaBrieHnemM AOCTynoMm K yCTponcTBy. MNpumep bopmaTta Takoro npasuna cnegyowmin:

ENV{ID_SERIAL}=="JetFlaSh_TSZ56MJF120_OYLIXNA6—O:O", OWNER="user", GROUP="users"
MACLABEL="1:0:r-xr-x"
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%9 YnpaeneHue nonuTMKoi GesonacHoCTK - O x
®aiin  Mpaeka Hacrpoiikkn  MomoLlls
S| © @ o - A
~ I astrasDK Perncrpauns HOBOro yCTpoiicTea
5 HawumeHoeaHwe: | test_flash |§I BrnoueHo
2 I oBuwme | v MPA 1 AyauT a4 Mpaewna
1 YpoeeHs: | = 0:¥poBeHs_0 v
| Kateropumn
Paspag ~ | HanmeHoeaHWe
D w1 Kateropwa_2
i D { U] Kateropwa_1
>

PucyHok 39 — MaHgaTHbI JocTyn
Hanee cnegyeT HasHauMTb MNapameTpbl permctpaumm cobbITUA, CBS3AHHbIX C
YCTPOMCTBOM, [Ans 9TOro BO BKNagke «AyauT» Heobxoaumo BbibpaTb cobbiTve U

peaynbTar (ycnex, oTkas), nognexawue permcrpaumm (PucyHok 40).

%9 YnpaeneHue nonuTuKoii GesonacHocTh - O X
®aiin  Mpaeka HacTpoiikn TMoMoLls
g @ Bre b
v~ Bl astraSDK PervcTpaumnsa HoBOro yCTpocTea
- HawmeHoBaHwWe: | test_flash |§I BrnroueHo
> @ r 06wwe 1 MPA 1 AyanT e Mpaewna
7N AyAUT yCnexos: mcy AyAWT OTKa30B: mcy
+ U Pa3pag ~ | Koy CobbiThe Yonex OTkas
o y modify () ]
i 8 c create () (m)
1 6 r acl O ]
1 5 a audit O ]
T 4 n chown O ]
3 d chmod D D
i pna 2 u delete D D
’ 1 X exec D |:|
0 o open | O

PucyHok 40 — NapameTpbl ayanta cobbiTuin, cBA3aHHbIX ¢ USB-Hakonutenem
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[anee cnenoyetr nNpuUMEeHUTb W3MEHEHUA, HaXXaB KHOIMKY

VI3MeHeHVIFI] Ha naHesim MHCTPYMEHTOB.

n3

[MpumeHnTL

Mocne nepenoakni4yeHnd yCTpOIZCTBa Brnageney yCTpOIZCTBa UM nosnb3oBaTesin

rpynnbl

MOIryT MOHTUPOBATb yCTpOIZCTBO,

yCTaHaBNMBaTLCS yKa3aHHbI MaHAATHbIA YPOBEHb U KaTEropum.

MW Ha TOYKYy MOHTMpPOBaHUS OyayT

N3m.

flucm

N° Bokym

Modnuck

lama
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5 YnpaBneHue cucremomn 6esonacHoctu APM onepaTtopa

JdocTtyn K (OyHKUMSM ynpaBneHust CUCTEMON WH(OpPMaLMOHHON 6e3onacHOCTH
APM onepatopa ocyuwectensetca 4Yepe3 [MaHenb agmMuHucTpatopa. [na 3anycka
MaHenn agmuHucTpatopa cnegyet B [laHenu pexumoB, pacrnoSsioXXeHHOM B MpaBow

BEPXHEN YacTn ocHoBHOro akpaHa APM onepatopa (cM. PucyHok 41), n HaxaTb Ha KHOMKY

e
MaHenb apMMHUCTpaTopa %
/1K
11!nﬁiiiiﬁi <> || B peseps

PucyHok 41 — lNaHenb pexunmos APM onepaTopa

5.1 XypHan uHcgopmaLuMoHHON 6e30MacHOCTH

B XypHane uHdopmaumoHHon 6GesonacHoctn APM onepatopa ¢ukcupyrotcs
NOMbITKA OTKPbLITUS OKOH MHEMOCXEM, TPEHOO0B, 3arnyCcK NPorpaMm KOHTPOSIS LefoCTHOCTU
dannos u T.4. Ona npocmoTpa XypHana WHdopMauuoHHon 6e3onacHoCTU crnegyeT

Ha)kaTb Ha KHonKy XXypHan nHdopmMaumMoHHON 6e3onacHocTu (CM. PucyHok 42):

i
KypHan uridopMaumorHoi BesonacHocTu ypHan aamuHucTpatopa ‘ KonTpons uenoctHocTy

Kondmrypatop BesoniacrocT

EH & ‘ Hacrpofika 3kcnopTa ‘
CoobweHue ~
[CAKY Morok W
[CAKY Moo, y
[CAKY Norox- W
[COKY Morok-[¥ Hapsimckoro Y] Cetepan anar br OTKpE ul Komnbtore p:
[CAKY Norok-[¥ Hapeimckoro T AY] MNaHens @ AMUHACTPaTOpa: OKHO oTKPRITO. (I w Kemnutorep: rdp-
[CAKY NMorok-[¥ Hapeimckoro T AY] MNaens @ AMUHACTPaTopa: MonbITKa CTKPLITE OKHO. Y Kemuneiorep: rdp-
| | rcacy norok-v Hagemcroro I [J¥] CeTesan AuarocTuika: MHemocxena oTkpiTa. (11 W Komniorep: rdp-
[CAKY Norok-[Y Hagsmcxora [ [V] Ceresan auar [
[CAKY Norox- [ne W
[CAKY Morok- e
il ' U3 rpynmel Ha '
[CAKY Morok-fY Ha, ol [IY] KTC 20, 36, 21, 26: Mons . [N
[CAKY Norok-fY Ha, o [IY] ¥KITF. YBLU HuT. 1- W
[CAKY Norox- o Y] YKMI. ¥YBU nut. 1-8: Mor [
[COKY Morok-[¥ Hapsimckoro T¥] TKN Ancopedckui: MHemocxena ork poita. [ KomnsioTep: rdp-
[CAKY NMorok-[¥ Hageimckoro T AY] MK # R MonbITKa oTKPEITE i KeMneiorep: rdp-
il Vi " 3 rpynmel N opel' Ha ‘rdp-arm-disp’ 3anycTin NpoBEepKy UENOCTHOCTA Qainoe.
[CAKY Morok-[Y Hagsmckoro Y] KypHan: Mie: W Komnsiotep: rdp-
[CAKY Norok-[Y Ha, ol [IY] ypran Komnsiotep:
[CAKY Norok-1¥ Hay o [I¥] Cayxéa Komnstorep: rdp-
[CAKY Morok- ol [I¥] Cnyx6a obnena oy W K broTEp:
il Vi ' U3 rpynmel ' 33MyCTIN NPOBEPKY LENOCTHOCTH haince.

[CAKY Norok-[¥ Hay T 1Y) Tpen s Mue

n " Komnsiorep: rdp.

[CAKY Norok-Y Hagsinckora T /1Y) Tpen s Mombimka oTkphiTs mHemockeny. [N " Konnsiorep: rdp-

n k7 ' 13 Fpyne g ' Ha 'rdp- B’ 3aNYCTAN MPOBEPKY UENOCTHOTTI dafce.

[CAIRY Norok-IIY Hagsinckora TIIV] ypran Miemocxena orkpia. 11 Vi Konnworep: rdp

[CAKY Morok-1Y Hagsinckora T 1Y) ypran: Mo 7 KownsioTep: rdp-

[CAKY Norok-Y Hagsinckora T /1Y) Tpen s Miemocxena orkpia. [T b KonbioTep: rdp-

[CAKY Nerok-0Y HageMckoro T QY] Tpek ael: MoMbiTKa OTKRLTE n 37 KotnbioTep: rdp-atm-disg]

[CAIRY Norok-IY Hagsincroro TIV] #ypran Mienocxena orkpuita. 11 ¥ Konnworep: rdp

[CARY Morok-TIY Hageinckora T 1Y) SKypran: Moneimka orkpbirs mHenocxeny. [N ¥ Kounbiorep: rdp- Pl v
< >

Oa (@) 54 coobuennin

PucyHok 42 - X)XypHan nHgpopmaunoHHon 6e3onacHocTu
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XKypHan vHdopmaumoHHon 6e3onacHOCTM MoXeT BbITb coxpaHeH B havne. Ons
HaACTPOMKM pexnmMa COXpaHeHUs XXypHarna crieqyeT HaxaTb KHOMKy Hactpowka akcrnopra.

Ha akpaH 6ygeT BbiBegeHa naHenb HacTpoek (cM. PucyHok 43).
HacTpoiKa aKkcnopTa »xypHana - O =

MyTe gnA coxpaHeHwa daina

fhome/potok/Desktops/Deskiopl/
Meprog coxpaHeHun

Tpw gHA -

3arpy3nTb HAcTpoHKN CoxpaHWTb HACTPOWKL

Cratyc:HacTpolkw 3arpyseHsl 113 dalfina

PucyHok 43 — HacTpowka akcnopTa XypHana nHdgopmMaunoHHon 6e3onacHoCcTm

5.2 XXypHan agMmuHucTpaTopa

[na npocmoTpa xypHana agmuHuctpatopa APM onepatopa cnegyet B [laHenu
agMuHUCTpaTopa HaxaTb kHornky XXKypHan agMuHuctpatopa (cMm. PucyHok 44). Kak u
apyrve >xypHanbl Anbga-nnatdopMbl, XypHan agMuHucTpaTopa MoOXeT paboTtath B

onepatnBHOM U B NICTOPUHECKOM peEXNME.

Mauent agMuHMCcTpaTopa x

XKypHan agMuHucTpaTopa KoHTpone uenoctHocTH

] 3 . = = ~1F3 -
u LJ Lwl L@ L:J. \qﬁ v £ Hauanounrepsanal 7 nexatpa 20211 | v [13:05:15 H Koneyurtepsanal 7 aexaépn 2021 r | v [14:05:15 H Lg
.

Bpews renepay

KypHan undopmaunoHHoii GesonacHocTH Konduryparop GesonacHocTn

07.12.2021 14:03:10.574.

w3 rpynne 7 ops na 'rdp- p' 3aMyCTAN NPOBEpKY L NOCTHOCTM D06

07.12.2021 14:00:43 569

07.12.2021 13:56:10.565

07.12.2021 13:55:43.570

* w3 rpymne

07122021 13:53:10571 * M3 rpynnel 7 ophi* Ha 'rdp p' 33NYCTHN NPOBEDKY LENOCTHOCTH thainos.

07.12.2021 13:50:43.572

* M3 rpynnel 7 " Ha rdp- B 3anyCTAn nposepKy annos.
07.12.2021 13:46:10.594

* 13 oy 7 ‘opbi’ Ha 'rdp-arm-disp’ 3anyCTIn NPoBePKY UeNOCTHOCTH (aitnos,

07.12.2021 13:45:43.573

* w3 rpyne o ophi" Ha
07.12.2021 13:40:43.565

07.12.2021 13:35:43.570
07.12.202113:3043.576

07122021 13:25:43.570 * w3 rpynnel 7 opbi’ Ha 'rdp-arm-disp' 3anycTin posepKy UenocTHoCTH thal

07.12.2021 13:20:43.561 * w3 rpynnel 7 opui’ ta 'rdp-arm-disp' sam

07122021 13:15:43.571 * M3 rpynnel 7 ophi* Ha 'rdp p' 33NYCTHN NPOBEDKY LENOCTHOCTH thainos.

07.12.2021 13:10:43.571

* M3 rpymne 7 " Ha rdp- B 3anyCTAn nposepKy annos.

S oz s z3 3323233333 3|2
R R R R R i e O N A RN A )

07.12.2021 13:05:43.562

* 13 oy 7 ‘opbi’ Ha 'rdp-arm-disp’ 3anyCTIn NPoBePKY UeNOCTHOCTH (aitnos,

O © 1cooowerun

PucyHok 44 — XypHan agMmuHucTpaTopa
OnepaTuBHbIN pexuM nNpegHasHayvyeH ansa nocTynneHus onoBeLeHUn 0 cobbITUAX

B peXxume pearnbHOro BpemeHu. [1ns nepexoda B onepaTUBHbIA pPexuM npeaHasHayYeHa

KHOTMKa EE | Ha naHenn WHCTPYMEHTOB. |/|CTOpI/I‘-IeCKI/1I2 pexnum npegHa3HadyeH and
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npocmMoTpa cobbiTMn 3a npolwenwnn nepuod. [Onsa nepexoda B UCTOPUYECKUN PEXUM

|
HaXXMUTE KHOMKY LJ Ha NaHenu MHCTPYMEHTOB.

MNonHoe onucaHve naHenu WHCTPYMEHTOB XXypHana npuMBEAEeHO B AOKyMEHTe
«PykoBoacTteo nons3osatensa» (00159093.28.99.39.190.CJ1ITM.2850.13-02).

5.3 KoHdomrypaTop 6e3onacHoOCTH

B kayectBe wuHCTpyMeHTa agmuHuctpatopa WB agna Hactponku cuctembl
6esonacHoctn APM onepatopa wucnonb3yetcs KoHdwurypatop 6Oe3onacHoctu. B
KOH(purypaTope MOXHO 3a4aTb Nosib3oBaTesien, rpynmnbl Nonb3oBaTenen, oTCnexvBaemble
NPUNOXEHNd, a Takke onpeaenuTb AN NPUNOXKEeHUN npasa Ans nonb3oBaTenen, rpymnn
none3oBarenen u ponen. Ansa gocrtyna K gyHkumsam KoHdurypatopa cneayet B [NlaHenu

agMunHUcTpaTopa HaxaTtb KHorky KoHdourypaTtop 6e3onacHocTtu (cMm. PucyHok 45).

acHocTh JKypHan agMuHUCTPaTOpPa ‘ KorTpons uenoctrocTy Kordurypatop bezo

A vwakos Anekcan, ap Ay
PucyHok 45 — NaHenb koHdurypaTtopa 6e3onacHocTu
5.3.1 MNonb3oBaTenu
PaboTa ¢ nonb3oBaTensamu Begetcs B KoHdurypatope 6e3onacHocTu B pasgene
Monb3oBartenu.

CospaHve nonb3oBaTenen B cucteme 6e30nMacHOCTM NPOU3BOAUTCA  ONS
Ha3Ha4YeHUs Nonb3oBaTeENSAM NpaB AOCTyNa K onpeaeneHHbIM PYHKUMSM NPUNOXKEHWUNA.
UTtobbl nepentn B pasgen Monb3oBarenu, HaXXMUTE Ha NaHenu ynpaBreHus
)

KoHdurypaTopa 6GesonacHocTu kHorky [lonb3oBaTenu == . Ha naHeru 6yget

/lucm
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oTobpaxeH cnucok nonb3oBatenen APM onepaTtopa, 3apermcTpupoBaHHbIX B KOMMOHEHTE

Alpha.Security (cM. PucyHok 46).

Nanens agmunmcTpaTopa

JypHan uropMaLmonHosi GesonacHocTy ‘ JKypHan agMuHMCTpaTOpa ‘ KorTpons yenoctrocTu Kordurypatop 6esor

PucyHok 46 — KoHdurypatop 6e3onacHOCTU — CINCOK Nosib3oBaTenemn

1. Ins nobaBneHnst HOBOro Nonb3oBaTenNs cneayer:
a). Ha naHenu wuHcTpymeHTOB (rpynna [Monb3oBaTenn) HaXMUTE KHOIMKY
~

[No6aBuTb Nnonb3oBaTens +.

0). B nossusweinca dopme (cMm. PucyHok 47) 3anonHuTe uHOpMauuio O
nonb3oartene. ObssatenpvHble nona — JlormH, Maponb, ®amunua n OTobpaxaemoe
umA (B dopme BBOAA NOACBEYEHbLI KPACHbIM).

YTob6bl MOMb3oBaTeNnb MpuM MEPBOM CBOEM BXO4E CMEHWN MNaposib, MoCTaBbTe

dnaxok «Tpe6oBaTb CMeHbI Naposs Npu crieaylolleM BXo4e B CUCTEMY».

2. [Ina pegakTMpoBaHWs CyLLECTBYIOLLIEro Nofb30BaTens creayeT:
a). Boigenutb Kypcopom nonb3oBaTens B cnucke (cM. PucyHok 48).

6). Ha naHenn wuHcTpymeHTOB (rpynna [lMonb3oBaTenu) HaXMWUTE KHOMKY

Ly
PepaktupoBaTtb nonb3oBaTtens 4 .
0). B nosisuBwencs cgopme (cMm. PucyHok 49) oTpepaktupymte MHGopmMaumio o

norib3oBarterie.
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NoruH

Maponk

MogTeepxoeHe

Pamunna

Wna

COTyecTED

CTobpaxaeMoe MMA l
Oon#HocTh
MogpaszgenexHue
Anpec NodTel
TenedoH

Hon. ceegeHns
Ipyminel

Ponu

TpetobaTe CMEHBI MNaponA
MpW CNegyioWen EXo0e B CUCTENY

Pl/lcyHOK 47 — Cbopma BBOJa HOBOI'O MnoJib3oBaTtesnsa

| Nakens aAMUHMCTPaTOpa

Tun MNpaso 3Ha4YeHue IphekTUEHDE 3H...
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2
jun |
5
8 2 Vuaxos Anexcan, ap Ay

PucyHok 48 — BbligeneHue nonb3oBaTtens

% 3. [Ina ycTtaHOBKM Napons norib3oBaTens creayer:
g a). B pexume pepakTMpoBaHMs Ha NaHeNU MHCTPYMEHTOB  (rpynna
0
= NMonb3oBaTenu) HaxXxMUTE KHOMKY 3agaTh Naporsb 1]
g
2
= Nucm
[Cum)
= 00159093 26 5144.000.CNTM.2999 113 X




Modnuck u dama

Mub. N° dydn.

Baam. unb. N°

Modnuck u dama

AHB. N° nodn.

13016

0). B nosiBuBLenca popme CmeHa napons (cm. PucyHok 50) 3agante naponb 1

NOATBEPAUTE €ro.

~ -~ ~ n

“‘E;"zéé -I-r\:I

~ . - -
0 fy . 0% O%

J1orMH admin Tun MNpaso 3HaqeHne ShhekTHBEHDE 3H... Onucatue [l
Damunus Ywakos e
Wna AnekcaHap &:ggﬁsop—« PasswordAge Ot 2, oo 30 Cpok AeRCTENA Napons, OHel
OryecTeo ARMUH YNCNosoE MaxIdleTime 1440 MakcuMansHoe Bpensa Ge3neRcTen. .
OTobpakasMoe MMA  L&KoE AnekcaHap AQMUH . . .
normdeckoe  ViewConfigurati... Oa MpotMoTp KoHbUrypaygmMm
NonxHoETE MNaBEHBEIA CNeyuanueT
Yncnosoe  AttempsTimeOut 60 TaAnayT GnoKWpoEKM NPK NPEEbIL...
MNoppaspeneHue onpPnAC
YHCNoEDE PasswordsInHis... 4 4 KonwuecTeo Nnaponei B MCTOPMK
Appec noutsl
TenethoH HNCNOEDE PasswordNotify... 5 YEeLOMNeHUe 0 CMEHE Napons, fH...
Hon. ceepgerua YHCNoEOE PasswordMinLe... 7 7 MuHMManeHas gnKHa napona
Fpymnel ApMUHWCTPATOpRE! " .
Py A paTop! normdeckoe  WinKeysShortc Da NotTyn Kk CoMETAHWAM KNaBAW win
Ponn
normyeckoe  Interactivelogon Aa WHTEpaKTHBEHEIR BX0g,
TpeBoBaTh CMEHbI Napona
NpW CNeyWEN BX0IE B CUCTEMY . R
YHCnoEoE SessionDuratio... 1440 MakcumansHoe BpeMa CECCUM, MMH
normyeckoe  EditSettings Aa MsMeHeHWe HacTpoek
3‘;}?::“ PasswordCompl...  Ludpel Ludppel CNo#HOCTE Napona
norvyeckoe  ConfigurationA.. nNa PEaKTMPOEaHWE KOHDUIypaLUni
AlphaTrends
noryyeckoe FileSystemAccess Na NocTyn K haRnosoh CHCTENe
HMI
norndeckoe  OpenSecurityCo. Na OTKpLITHE OKHA aAMWHWCTPUPOBaH
noruyeckoe  CanChangeSP Oa WsneHeHwne ycTasok
norkuyeckoe  OpenShutdown... Oa OTKpBITHE OKHE 33BEpleHUA paboTsl
norvyeckoe ReservChange nNa Pe3epsHbIi nepexon,
noruueckoe  OnenlonrmnalAA Na OTKDWTUE YUnHANA NeRCTANG A v
r.‘. Ywakos AnekcaHap AgHuH
™~ ~ ~ oy ~
=dl il ¥ 'fl" 1o ‘+ O?FOQ
& EE = Ll sl
Noruu admin Tun OnucaHne ~
CMeHa napons x
hamunua Ywakos -
[NA M3MEHEHWA Napona NoNb30EaTENA BE2AWTE HOBRIA Naponk 1
Er0 NoATEEPKAEHNE _
Wna Anekcangp &:?gﬁsc ATBERHY CTEWA Napons, gHerR
CruecTso AQMAH =
HWCNOEON [onesoeaTent  YWakos AnekcaHop AOMUH NtHOE BPEMA GESERCTEN. .
OToBpakaeMoe MMA  LUakKos ANekcaHop AQMUH
norvsec] Hogwn napons: | | KOHMIrypayn
DonsHocTe FNaeHEIR CneyuanncT
HNCNOED . 510K MPOEKKM NPK NPEBBIL. ..
MogpasgensHue onenc MopTeepkneHue:
AgpEC nouTe HNCNOED (B0 Naponen B MCTopui
i
TenetoH HNCNOED ‘HWE 0 CHEHE Naponsa, OH...
Hon. ceepeqna uyucnogoe  PasswordMinle.. 7 7 MWHWMaNEHEA ANWHa Napona
Tpynnel ALMAHWCTPETOPbI i i
norkdeckoe  WinKeysShorte Oa NocTyn K CodeTaHWEM KNaBUW win
Fonn
norkyeckoe  Interactivelogon Oa WHTEpaKTMEHEIR EXO,
TpetoBaTe CMEHEI Napona
npW CNenyouLEeN BXOAE B CUCTENY
YWUCNOBDE SessionDuratio.. 1440 MakcunansHoe BpeMA CECCUM, MUH
norkdeckoe  EditSettings Oa WsMeHeHWe HacTpoek
S:‘L?(:a“ PasswordCompl...  LUwndpbl Lmdppbt CnoMHOCTE Napona
norkdeckoe  ConfigurationA... Oa PepakTnpoEaHe KoHpurypaymin
AlphaTrends v

A Ywakos Anekcadop ADMKH

PucyHok 50 — CmeHa napongd nonb3oBatens

4. Pornb  npunoxenuss —

COBOKYMHOCTb

npas

NPUNOXEHNN,

npucyLmnx

nonb3oBaTtesito Unn rpynne nonb3oBarternien B paMKax KOHKPETHOro npuioXxeHud. na

fo6aBneHusi Nonb3oBaTernio ponu crieayer:
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a).B  pexume pedakTUpoBaHWsi Ha  MNaHenu  WHCTPYMEHTOB  (rpynna

i
Monb3oBaTenu) HaxmuTe kHornky [lo6aBuTb ponb .

6). B nosasuBwerica opme BbiGop ponu (cm. PucyHok 51) Bbibepute ponb u

HaXMUTE KHOIMKY ,U,O6aBVITb.

AA ™~ ~ ~ iy ™~
=i [Sdl e) 4 Tl"’ o _}+ O?FOQ
= EE =] " sl
TNorvH admin Tun MNpaso 3Ha4eHne JphEKTUEHOE 3H... Onucanne [l
Damunms Yiwakos BEREEE
BhiGop ponu X
Wna Anekcangp Auanaaod PasswordAge] Cpok LeAcTEMA Napons, GHeR
uncen Brifop ponn
OruecTso Anmun yncnosoe  MaxIdieTimel MaKCHMMankHoe EpeMs GE3ASACTEM. ..
OTobpakaeMoe MMA UakoB ANekcaHap AQMUH X
nornyeckoe  ViewConfigu MpotMoTp KoHbUrypaLyumn
Aon#HOCTh TnasHeIA CNeyuanicT
YW LN OBOE AttempsTime| TafAnayT GNoKMPOBKW NPW NPEBbIW...
MopgpaspeneHue OnPNC
Agpec nouTsl YN LI OBDE PasswordsInl Konw4ecTso naponei B MCToprK
TenedoH YN CNOBOE PasswordMot] YEe QOMNEHWE 0 CMEHEe Napona, OH...
Aon. ceepenma YNCnoEoe PasswordMin| MuHUManNEHaA pnuHa napona
T pyninel AOMAHWCTPETOPE i .
norndeckoe  WinkeysShor OocTyn K CodeTaHnAM Knasniw win...
Poni
noruyeckoe  Interactiveld VIHTEPaKkTHEHBIA EXOf,
TpebosaTh CMEHb Napona
NpW CNEAYIoWEN EXOLE B CACTENY
YNCNOEDE SessionDural MakcuMansHoe BpEMA CECCUM, MUH
nornueckoe  EditSettings W3MeHeHUe HacTpoek
GuToBan AT
P Password Con| CnoXHoCTe Napons
norvyeckoe  ConfigurationA.. Oa PeaKTUpoBaHME KOHUIypauun
AlphaTrends L

R Ywakos Anexcangp AgnuH

PucyHok 51 — [lob6aBneHue nonb3oBaTento ponu
5. ns yaaneHus cywecTByIOLLEro nonb3oBaTtens cnegyer:
a). Boigenutb Kypcopom nonb3oBaTens B cnucke (cM. PucyHok 48).

0). Ha naHenu nHctpymeHTos (rpynna Nonb3oBaTenu) HaXXMUTe KHOMKY YAanuTb

(]

nonbsosatens /- .
5.3.2 N'pynnsbi

Utobbl nepentn B pasgen Fpynnbl nonb3oBaTtenen, HaXmuTe MKOHKY Mpynnbi

[ )

[Z'da
= . Ha naHenu GyneTt oToGpaxeH cnucok rpynn nonb3oBatenen Anbga-nnatgpopmsbl

(cMm. PucyHok 52), 3apernctpmpoBaHHbiX B KOMNoHeHTe Alpha.Security.
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PucyHok 52 — Npynnel nonb3oBatenen
1. ins pobasneHns HOBOW rpynnbl NONb30BaTeNnen cnenyer:

a). Ha naHenu wuHcTpymeHTOB (rpynna [pynnbl nonb3oBaTtenen) HaxmuTte
™ )

kHornky flo6aBuTb rpynny :

0). B nosiBuBwwemnca gopme (cm. PucyHok 53) 3anonHute nHgpopmaumo o rpynne
nonb3oBaTenen. 'pynna xapakrepmayeTca cneayowmmmn JaHHbIMAN:

- UpeHTndpukartop (MaeHtTudukaums rpynnel B LDAP-cepBepe).

—  OnucaHune (oTobpaxaemoe nmsa rpynmnbl).

—  Ponun — coBoKynHOCTb NpaB NPUOXKEHUIA, MPUCYLLMX FPynne Nosfib3oBaTenen

B paMKaXx KOHKPETHOIro npuinoXxeHu4d.

WNoeHTuukaTop:
Oucnetyepel

Onucanue:

Ponw:

MoNES0EETENA B FpYTINE

PucyHok 53 — ®opma BBOgA HOBOM rpymnmnbl Nonb3oBaTenen

2. [ins peaakTnpoBaHuUsi CYLLECTBYHOLLIEN rpynnbl Nofb3oBaTenen cneayer:

a). Bolgenutb kypcopom rpynny B cnncke (CM. PucyHok 54)
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0). Ha naHenn wuHcTpymeHTOB (rpynna [pynnbl nonb3oBaTtenen) Haxmute

(o]

kHonky PepgakTupoBaTbh rpynny 4

B). B nosiBuBLenca dgopme (cMm. PucyHok 55) oTpepaktupymTte mHpopmaumio o

rpynne non b3oBaTeneun.

bg i % % %

o
15

i

T pyrnes MonssceaTenu & rpynne
It AavuHvcTaTOps o
T AvicneTweps:
o AgmuHncTpaTope UB admin
“ OBwme

PucyHok 54 — BbligeneHue rpynnbl nofb3oBaTenen
i 09 09 (W
=4 + VX

N oeHTUbUKETOp: Tun Mpaeo 3HaqeHwne JpheKTHEHOE 3H. .. Onucanwe
NueneTtueps Alpha.Security
Onucanne: YWENOEDE PasswordsInHis... 5 5 Konn4ecTeo Naponei B MCTopKK
norudeckoe  WinKeysShortc... Het Het NocTyn K CO4eTaHWAM KNSEWW Win...
Fonu:
norvdeckoe  ViewConfigurati... Het Het MpocHoTR KoHBWUrypauum
YWCNOBOE MaxIdleTime 1440 1440 MakcHManeH oe BpeMA BE3NEACTEN...
Monk3cEaTENA B rpyTINe norudeckoe  EditSettings He cnpenenedo  He onpepeneHo W3meHeHWe HacTpoek
operator yucnosoe  PasswordMinle.. 4 4 MWHWMaNEHEA ANKHa Napona
YWCNOBOE SessionDuratio.. 1440 1440 MaKCHManeHoe BpEMA CECCUN, MAH
YWCNOBOE MNumbersCount 1 1 Konu4ecTso UM poBsx CUMECN OB E ...
g‘;ﬁ?“ PasswordCompl...  Uadpel Unbpe Cno%HOCTE Napona
YWCNOBOE SpecialCount 1 1 KonW4ecTeo cneunanbHex CUMEDN...
YWCNOBOE PasswordMotify.. 5 5 ¥EEe 1OMNEHWE 0 CMEHEe Napons, OH...
YWCNOBOE UpperCount 1 1 KonW4ecTso E Napone CMMBONOE B B...
norvdeckeoe  Interactivelogon Ha Na WHTEpaKTMEHEIA BX00
YWCNOBOE AttempsTimeOut &0 B0 TalmMayT BNOKMPOEKK NPH NPEEBIW...

2 Vwakos Anekcanap AguuH

PucyHok 55 — PepakTpoBaHue rpynnbl nonb3oBaTenei
3. Ons no6aBneHus rpynne nonb3oBaTenen ponu creayer:

a). B pexume penaktMpoBaHUsi Ha NaHenn MWHCTPYMEHTOB HaXMmuUTe

i
No6aBuTL ponb = (cM. PucyHok 55).

KHOMKY
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0). B nosiBuBwencs dopme Bbibop ponu Bbibepute ponb M HaXMUTE KHOIMKY
[No6aBuThb.

4. [ina yoaneHus CyLLecTBYIOLLEN rpynnbl Nons3osBaTenen cnegyer:

a). Boigenutb Kypcopom rpynny B cnucke (cm. PucyHok 54).

0). Ha naHenn wuHcTpymeHTOB (rpynna [pynnbl nonb3oBatenen) Haxmute
]

D
KHOMKy YAanuTb rpynny "

5.3.3 MNpunoxeHun

npl/IJ'IO>KeHVIFI pobaensTcsa B cucremy 6Ge3onacHOCTM AN OTCNEXMBaHUS U KOHTpPOJ14
AO0CTyna nonb3oBaTenen K HAM.

Utobbl nepentn B pasgen [lpunoxeHusa, Haxmute KHOMKy [lokaszaTb CNMCOK

NPUIOXeHUN

| MaHenb agMUHKCTRaTORA

1 XypHan undopmaumoHHoii BezonacHocTH MXypHan anMuHMeTpaTopa KoHTpone uenoctHocTH ‘ KoHdurypaTtop GezonacHocTH

AR ~ ~ im|
e | | :

b5 28 =p 15E‘+
—|I" MokasaTe cnucok npmnoxenwﬁl

Ml |Alpha.Trends

HMI

PucyHok 56 — Cnncok npunoxxeHum
[MpunoxeHne xapakTepuayeTcs cnegyowmmMmm JaHHbIMAN:
—  HaumeHoBaHue — 1Ms NPUNOXEHUS.
- MpaBo NpunnoXxeHuin: norMyeckoe NpaBo/CTPOKOBOE NpaBo.
—  3HauveHue npaBa: pas3peLunTb/3anpeTnThb.
1. Ins po6aBneHnst HOBOro NPUOXeHUs cnenyer:

a). Ha naHenu nHctpymeHnToB (rpynna MNMpunoxeHunsa) HaxmuTe kHonky [lo6aBuTb
D+ .

0). B nosiBuBLLENCA Ghopme (CM. PucyHok 57) BBeauTE HasBaHWE NPUNOXEHUS U

npunoxeHue

HaxxmuTte knasuwy Enter.
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BeepguTe 3HaUueHWe

CTmeHa

PucyHok 57 — HanmeHoBaHMe HOBOIo NpuIioXXeHus
2. [ina yganeHna npunoXxXeHus:
a). N3 cnnucka npunoxeHui Bblibepute NpunoxeHue.

6). Ha naHenu nHcTpymeHToB (rpynna MpunoxeHus) HaxxmMuTe KHOMKY YaanuTb

£,

npunoxexue "

3. MpaBa NpuMoXeHUn Has3Ha4yalTCs aAMMHUCTPATOPOM U OTBEYalT 3a 3aluTy
byHKUNIA NpUnoxeHust. Jlornyeckoe NpaBo NPUHMMAET 3HAYEHMS:

- paspeLunTb;

- 3anpeTuTb;

- HeonpeaeneHHoe 3HayeHne, KOTOpoe O3Ha4YaeT «He paspelleHo U He
3anpeLLeHo».

Nornyeckoe NpaBo BbIMMCASETCS MO POPMYNE «paspelleHO U He 3anpeLleHo».
[ns nosiBNeHus y nonb3oBaTtens npaB AOCTyNa K onpeaeneHHon yHKLUUN NPUNOXKEHUs, y
nonb3oBaTens AOMMKHO ObITb SIBHOE pa3peLleHne 1 He AOMKHO BbiTb SBHOrO 3anpeTa.

[ns no6aeneHusi NorMyeckoro npaea crenyer:

a). BbibpaTb npunoxeHne K3 cnMcka MNPUAOKEHUA W HaxaTb  KHOMKY

PeAaKTVIPOBaTb npunoxeHue . NosiBuTCS nepeyeHb npas, I'Ipl/lCBOGHHbII?I OaHHOMY

npunoxeHuto (cMm. PucyHok 58).

J
0). Haxxatb kHoNKy Jlornyeckoe npaBo + .
B). B nogasumBwemcs okHe [Jo6GaBuTb norunyeckoe npasBo (cMm. PucyHok 59)

BBECTW Ha3BaHME N ornnMcaHme f1orm4ecKkoro rnpasa.

%{1 §§§ + + B )7

Wma npunoxenws:  Alpha.Trends

Tun Mpaso onucaHue

norudeckos  EditSettings PeaakTUpOBaHKE HaCTPOEK

normyeckoe  FileSystemAccess Oocmyn & hainosoi cMcTene

PucyHok 58 — lNpaBa npunoxeHus
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Ao6aBUTL NorMuyecKoe Npaso x

HazepaHwWe:

OnucaHue:

NoGaENTL OTMeHa

PucyHok 59 — OkHO goGaBrneHust NorM4eckoro npasa
CTpokoBO€ NpaBo NPUHUMAaET 3HAYeHUS:
- paspeLumnTsb;
- 3anpeTuTb;
[ns po6aeneHns CTPOKOBOro NpaBa creayerT:

a). BbibpaTb npunoxeHne K3 cnMcka MNPUIAOKEHUA W HaxaTb  KHOMKY

PepaktupoBaTb npunoxeHue . [losiBUTCA NepeyeHb Npas, MPUCBOEHHLIN JAaHHOMY

npunoxeHunto (cMm. PucyHok 58).

>
0). HaxxaTb kHonKy CTpokoBoOe npaBo + .

B). B nosisuBwemca okHe [Jo6aBUTbL CTPOKOBOE MNpaBO BBECTM HasBaHWe U
ornvcaHue CTPOKOBOro npaea.
[na yoaneHus norMyeckoro unm CTPOKOBOrO npasBa crneayeT BbibpaTb npaBo w3

CnnCKa npaB 1 HaXXaTb Ha KnaBunatype KHOMKY Delete.
5.3.4 PaboTa c npaBamu

O6nacTtb npaB NO3BONSET:
- Ha3Ha4MTb NpaBa Nob30BaTESO UMK rpynne Nofnb3oBaTenewn;
- CHSATb NpaBa C Nonb3oBaTenNs Un ¢ rpynnbl NONbL3oBaTenewn;
- Ao6aBuTb 3Ha4YEeHNe npas.
[na HasHayeHus NpaBs cnegyer:
a). BonTtu B pexum pegaktmpoBaHusa nonb3oBaTenen unv rpynn nonb3oBaTenen.
0). Ha naHenn wuHcTpymeHTOB (rpynna [paBa) HaxaTb kHOMKy [ob6aBuUTb
7
npaBsa :
B). B okHe Bbl6op npaB BbibepuTte npaBo n Haxmute [lo6aButb (CM. PucyHok
60).
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r). Hob6asneHHomy npaBy BbibepuTe 3HayeHue PaspewmnTb nnm 3anpeTtutb uUnm
B TEKCTOBOW obnactv BBeAUTE 3HAYEHWE, NN HaNPOTMB HY)XHOrO 3HA4YEeHMs1 NOCTaBbTe
donaxok.

[ns cHATUA NpaB NoNb30BaTENSA UMK FPyNnbl NONb3oBaTenen cnegyer:

a). [lepentn B pexum pedakTUpoBaHUS nofib3oBaTens WNu  rpynnb
nofib3oBaTesnien.

6). B npaBon obnactu BbibpaTb Npaso.

B). Ha naHenu wuHcTpymeHTOB (rpynna [MpaBa) HaxaTb KHOMKY YpanuTb

npaBea :
Ed security.Configurator - o x
BH ) ) ™~ 7 ~
by < o ) B & A A
= 5= + Y =0 S + UK *
T
TNorun A
Ac BriGop npae =
Ganunna Acl ImMA TokeHa OnucaHne
Vs v [] Alpha.Trends
- [m] HMI

IR %) CanChangeSP N3amMeHeHNe yCTaBoK
Oropaxkaemoe uMa  Ac ) ChangePass lasMeHeHWe ceoEro Naponn

) Clswnd 3aKkpblThe SCADA
Jon#HocTe =

B ] NewEtalon OBHOBNEHWE 3TaNOHa KOHTPONA LLeNocTHOCTK
MNoppaszpeneHne ) OpenAdminPanel OTKpPLITWE NaHeNN a8 AMWHWCTPUPOBaHWNA
Agpec nodTbl | OpeniC OTKPLITWE OKHE KOHTPOAA LENOCTHOCTK

) OpenjournalAA OTKPEITWE MypHaNa AefcTBUA agMUHMCTpaTopa
ez ) OpenjournallB OTKPEITWE ypHaNa felcTBUA WHopMaLMoHHolR BesonacHocT
Hon. ceeperna ) OpenParamWnd OTKpEITWE DKHE NapaMeTPoOB CUrHana
T ar ) OpenSecurityConfigurator OTKPEITWE OKHE aLMUHWCTPUPOBaHWA GesonacHoCTK

) OpenShutdownWnd OTKPEITWE OKHE 3aBeplUeHA paboTel
Ponu ) ReservChange PezepeHEIR Nepexon

TpeBoBaTE CMEHEI ME B ] SeeSchemes MpocMoTp MHEMOCKEM
MPM ENEAYOUENBXOQ ] Alpha, Security
norudeckoe  EditSettings Oa Oa WsmeHeHWe HacTpoek W

& vwakos Anexcanap AgmuH

PucyHok 60 — Bei6op npaB nonb3oBaTtens
Bonee nogpobHo paboTta ¢ npaBamu onucaHa B AokymeHTe «Alpha.Security 1.2.

PykoBoacTBo agMUHUCTpaTOpay.
5.4 KOHTpOsMb LEermIoCTHOCTU KOMMNOHEHTOB

[na opraHMszaumm KOHTPONS LENOCTHOCTM pannoB npunoxeHunn Anbda-
nnaTgopmsbl criegyer:

1. HaxaTtb kHonky NMpoBepka uenocTHoCcTH (CM. PUCyHOK 61)

2. Bbibpatb komnbloTEP, Ha KOTOPOM OydeT BbIMOMHATBCA MNpoBepkKa
uenocTHocTn (kHonkn APM, OCHOBHOWM 1Unn pe3epBHbI cepBep).

3. [nsa dopmupoBaHus danna 3TanoHHbIX KOHTPOSbHBIX CYMM HaXaTb KHOMKY
«CospgaTb aTanoH». ann aTanoHHbIX CyMM alpha.security.ic etalon.xml cO34aeTcs

C nomoLubto anroputma MD5.
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4, Ons CpaBHEHNA BbIHUCITEHHbIX 3Ha4YeHUN KOHTPOJIbHbIX CYMM C 3TaJIOHHbIMMU,

co3aaHHbIMK paHee, HaxaTb kHonky MpoBepka. MonoxutenbHble pesynbTaTbl NPOBEPKU

oTobpakaloTcs 3eNeHbIM LBETOM.

| Nanens agmunmcrparopa

TIpoeepka neaocraocri IO
Dlaa cosatn sTancHa. 07.1220211517:19 [Dama nocnegkieli npoB<pKA 07122021 1548:09 Fo—

[ Yuaros Anercanzp Agrvei(rdp-arm-disp)

Sranon Jlata wamererma DarT [lata usmerenms

/opt/Automiq/Alpha. Server

PucyHok 61 — QkpaH npoBepkn uenoctHoctn MO

flucm
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6 OOLWwmne HaCTPOUKKN 6e3o0nacHoOCTH

6.1 HacTpouka anekTponutaHusi ANl BbIKNO4YEeHUS nepexona B
CNAWMUN peXnm nNpu 6esgencTeumn

MepenanTte B MaHenn ynpaesnexus B rpynny «Pabounn ctony». OTkponte pasgen
«OdopmneHune Fly» (PucyHok 62).

MaHenb ynpaeneHua

£F &)

A OBopyaoBaHne
B Mpouee

‘ CeTb

® bezonacHooTs
@ Mporpammel
ﬁ Cucrema

LWpKdThI

OdopmneHne
Fly

Packnagka
KNaBnaTypel

ropadne HacTpoiika
KBULLIN MOHWUTOpa
Fly

F

MapameTpel Craptoeoe MaHens OpWeHTauma
OKOH MEHHD GuicTporo 3KpaHa
3anycka

o
g QUNLTP
m
pun }
0
S | Crnpaeka | | 3aKpbITh |
E e e L
o
 —
PucyHok 62
- Mepengute B rpynny «brnokupoBka» n cHumutTe dnar «brnoknpoBaTb 9KpaH»
nw
u—n
™ (PucyHok 63).
=
<2 Haxmute KHoMNKy «HacTpownka anekTponuTaHusi» U B OTKPbIBLUEMCSH OKHE CHUMUTE
=
dnar «BbikntovyeHne moHutopa» (PUCyHOK 64).
=
o
pu
jun |
=
e
a
s
E
o
pun }
a}
5
S
o
 —
=
§s
cl o
= Nucm
[Cum)
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& OdopmneHue Fly - current.themerc - O x

[ ] Bnokuposate akpan
m Yepes: OMuH.

<2

Obowu Ecmn: D MoHWTOpP Nnorawed
r |:| KoMnbTep B pexume cHa
D [ ] Nepekmouenne Ha apyryo ceccnia
Temel |:| Kpbilwka HoyTOYKa 3aKkpbITa
T | |
LWpndTe . ~
Mpw HeeepHOM Napone: 3a/epHxKa MeX Ly NoNbITKaMK deek. o
YpoBeHb 3BYKOBOID CUrHana 50% =
Mpy 6nokMpoBKe 3anpeTuTe: || MepeknoueHe Ha KOHCOME AN APYFYIO CECCUED
- [ ] NoakntaueHmne rpaduueckix NporpamMm U3 ceTi
IpherThl

PucyHok 63

Hactpoiika BnokMpoBKK 3KpaHa...

[ ] BeikntoueHue moHuTopa

JbHBIE T i - —
pbi Hepes3 10 MKH " Tec
El CoH
Unnaa 10N - TarT
PucyHok 64
6.2 Hactpomnka 3anpeta nepekrilovYeHUs Mexay BUpTyasibHbIMU
TepMUHanamm

3anyctute nporpammy «TepmuHan Fly», gns dero nepenante B MEHKO
lMyck — CucmemHbie v Bblbepute «TepmuHan Fly».

lMepenguTe B nanky HacTpPOeK rpadpuyeckon cpenbl KOMaHaoM

cd /usr/share/X11/xorg.conf.d/

CospanTe hann KoHdUrypaumm KomaHgon

sudo nano 50-novtswitch.conf

/lucm
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3annwmnte B pann dnar 3anpeta NepekntoyYeHns Mmexagy BupTyanbHbIMU

TepMuHanamm U3 TekyLlen rpagouyeckomn cpeapbl:

Section "ServerFlags"
Option "DontVTSwitch" "true"
EndSection

CoxpaHuTte pann u Bbinante u3 pepakrtopa Nano, ganee nepesarpysmte OC

Astra Linux komaHaown

sudo shutdown -r now

6.3 Hactpoika paspelleHus nepexknoyeHus Mexay

BUPTYyarbHbIMN TEPMUHANTaMUN

3anyctute nporpammy «TepmuHan Fly», ana dero nepengute B MEHIO
lMyck — CucmemHbie v Bblbepute «TepmuHan Fly».
Mepengute B Nanky HacTpoek rpadouyeckomn cpefbl KoMaHOoNn

cd /usr/share/X11/xorg.conf.d/

Ypanute paHee co3gaHHbIA  (pann  KOHdurypaumm ¢ donarom  3anpeta

nepekni4eHna mexay snmpTyalribHbIMU TEPMUHAlIaMn KoMaHgom

sudo rm 50-novtswitch.conf

o
E
o UTtobbl nameHeHust BCTynunu B cuny, nepesarpysmte OC Astra Linux komaHaown
g
5 sudo shutdown -r now
=
‘ 6.4 OTkntoyeHue noptoB USB u yctponcts CD-ROM
nw
;5” BapuaHTt Ne1. [Ina 6nokmpoBku goctyna kK USB n CD-ROM MOXHO ncnonb3oBatb
=
o npaea poctyna dannoson cuctembl. OBbIMHO BCe CbeMHble AUCKA MOHTUPYIOTCA B
=
pa3gen /media.
= o
- 3anyctute nporpammy «TepmuHan Fly», ana dero nepengute B MEHIO
;’. [Myck — CucmemHbie v BbibepuTe « Tepmunan Flyy». Beegnte komaHay:
o
]
sudo chmod 700 /media
s
E [aHHas KomaHOa paspelaeTr MOHTUPOBaTb CbEMHble  [OUCKA  TOJSIbKO
3 cynepnosib3oBaTtesnto (root).
S [ns pa3bnoknpoBkM JOCTyna ncnonb3yeTcs criegylowas komaHaa:
 —
sudo chmod 755 /media
S
o
=1 IENs)
= Nucm
[Cum)
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Bapunant Ne2. Mcnonb3oBaHue cnucka OnokupoBku. [Onsa 3toro Heobxoammo

oTpeaakTnpoBaTtb dpaunn blacklist.conf B nanke /etc/modprobe.d/.

3anyctute nporpammy «TepmuHan Fly» n BBeguTte oTKponte dhann peaakropom

nano.

sudo nano /etc/modprobe.d/blacklist.conf

Copepxnmoe charna o6bI4HO BbIFMSANUT crieayrolmm obpasom:

# This file lists those modules which we don't want to be loaded by
# alias expansion, usually so some other driver will be loaded for the
# device instead.

# evbug is a debug tool that should be loaded explicitly
blacklist evbug

# these drivers are very simple, the HID drivers are usually preferred

blacklist usbmouse
blacklist usbkbd

[obGaBbTe B KOHeL, dhanna crneayroume aBe CTPOKM:

# Block access to USB
blacklist usb storage

CoxpaHuTe 1 3akponte chann, 3atem nepesarpysmte OC Astra Linux kKomaHaomn:

sudo shutdown -r now

Moptel USB 6yayT oTkntoyeHbl. Onsa aktuBauum noptoB USB cHoBa oTkpownTe

AaHHbIN hann, yaanute 3T CTPOKU (UMY 3aKOMMEHTUPYATE UX).

Ona ©noknpoBkn poctyna Kk yctponcteam CD-ROM npocto ypanute

nonb3oBaTens, OT MMEHU KoToporo GyaeT pabortatb onepartop, m3 rpynnbl cdrom (no

yMOS4aHuto, 3To nonb3oBaTtenb oper). 3anycTute nporpammy «TepmuHan Fly» 1 BBegute

KOMaHAay:

sudo usermod -G cdrom oper

[Mocne aToro nonb3oBaTenb Oper He CMOXET C HUM paboTaThb.

Takke MOXHO yoannTb nonb3oBaTtena oper U3 rpynnbl cdrom, oTpeaaKkTnpoBaB

dann /etc/group ¢ NOMOLLLIO TEKCTOBOrO pegakTopa.
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7 KOHTpOnb LesIoCTHOCTU

7.1 NMpoBepkKa LenocTHocTn Ha ypoBHe OC

lMporpamma nposepkn uenocTtHoctT OC npedHasHayeHa AOnNs  MNPOBEpPKM
COOTBETCTBUA MOAyrnen CUCTEMbl MoAynaMm, Bxogdwmm B coctaB guctpubytusa OC.
[MpoBepka BbINONHAETCA NyTeM NoAcYeTa KOHTPOSbHbLIX CyMM MOAYINEN U X CPaBHEHUS C
9TanoOHHbIMWU 3HadeHusMKU. 3anyckaeTcs B pexume cyneprionb3oBatens (root). [Ons
paboTbl nporpammbl Heobxoamm Hocutenb ¢ auctpmbytmeom OC, COOTBETCTBYHOLUUM
Bepcun OC, yCTaHOBNEHHOWN B CUCTEME.

[nga 3anycka nporpamMbl NPOBEpPKM LLeNIOCTHOCTU crieyeT BblbpaTb B rfaBHOM
mMeHio OC Astra Linux [lyck nyHkTel [laHens ynpasneHus w panee [Iposepka

uerilocmHocmu cucmembl (CM. PucyHok 65).

1 NMaHens ynpaeneHwsA

[aHenb ynpasneHus

g PaBouwii cton
A OBopyaoeaHne

L 9 ©

[+

MNpoeepka CucTemHBbIi Kook CaHkuwi PolicyKit-1 MonwuTtnka HKypHan
n Mpouee LeNoCTHOCTK GezonacHocTi BezonacHocTi

CHCTEMBI

@ CeTb

R29

o & © be30NacHoCTb
dad

i (B9 nporpammsl

a Cucrema

Mownck...

Cnpaeka ‘ 3aKpbiTh ‘

PucyHok 65 — NaHenb ynpaBneHus

Mocne 3anycka nporpamMmbl OTKPbIBAETCS OKHO Ha Bknagke «[llapameTpbl
NpPOBEPKN LEeNOCTHOCTU» (CM. PucyHok 66). B pgaHHOW BKnagke YyCTaHaBnMBalOTCA
napameTpbl NPOBEPKM LIENIOCTHOCTU CUCTEMbI M NapaMeTpbl COXPaHEHNs oT4YeTa B dhann.

Bo Bknagke «CoctosiHue» oTtobpaxaetca pesynbTaT MPOBEPKN LEeNOCTHOCTH
(Pwvc. 2). Bknagka cTaHOBUTCA JOCTYMNHOW TOMBKO NOCMe Havana npoBepku LLeNoCTHOCTH.

OcHoBHOE MeHK nporpamMMbl pacroriaraeTcs BBEpPXYy OKHa M CRyXUT Ans
ynpasreHns nporpaMmon, HacTPOMKN BuAa OTYETOB, a TakkKe YCTaHOBKM (PMMbTPOB ANs

NPOBEpPKM LLENOCTHOCT!.
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## MMpoeepka UenocTHOCTH - 0O
@aiin  ©uneTpel  Cnpaeka

MapameTpsl NPOBEPKK LIENOCTHOCTA | COCTORHME

Touka MOHTWPOBaHWA HocuTena: | /media/cdrom w | [_] monTmpoBaTe

/boot/*
fbin/*
Jlibs*
fusr/bin/*

txt []

HTML [

*ML [ ]

flib/security/*
fetc/init.d/*

Mo yMon4aHWw

MNpyUHYAUTENLHOD

|:| WMcnone3oeate MD53-CyMME! YCTaHOBNEHHBIX NaKETOB

DUNBETPEI

MIrHoprpoBaTte

fetc/*

Hvar/*

ftmp/*

fproc/*

fsys/*

fusr/share/pam-configs/*
{usr/lib/libreoffice/share/registry/main.xcd
fusr/libflibreoffice/share/config/soffice.cfg/modules

OTYETRI

He BLIBOAWTE ACNONHWTENLHBIX 3aNpocoB % HauaTk npoBepky

[MpoBepkKa He BeINOAHANACE [Npolno EpeMeH: Hen3BecTHo OCTaBlUeecH BpemMA: HEeM3BeCTHD

PucyHok 66 — Paboyasi naHenb nporpaMMbl MPOBEPKM LLENOCTHOCTU

MeHto nporpammbl COAEPXUT crieayroLme NyHKTbI:

— «Panny»:

— «HayaTb nNpoBepKy» - BbINOMHSAETCSA NPOBEpPKA LIeNMOCTHOCTU CUCTEMbI;

— «Bbixog» - paboTa nporpaMMbl 3aBepLUaeTCs;

- «PunbTpbl» - A06aBNSAETCS HOBbLIM 3fIEMEHT B CMUCOK hannoB BO BKNagke

«MapameTpbl NpoBepkn LenocTtHocTuy (Bknagka «lapameTpbl NPOBEPKN LIENOCTHOCTUY)

WU BblENEHHbIN B CMINCKE 3NIEMEHT voandaeTcd (SﬂeMeHT Cnncka BblgendeTca LWen4kom
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nobon KHOMKM MbIlwM  Ha Hem). [lpu ycTaHOBKE MMeHM dhanna paspellaeTcs
NCMnonb30BaHWe rpynnoBbIX onepauumn:

- «[Jo6aBunTb B NPUHYyOUTENbHbIE...» - OTKPbIBAETCA OKHO C CTPOKOW BBOAA AN
YCTaHOBKM MMEHU HOBOrO anemMeHTa B cnucke «lpuHyantenbHox». Nocne noareepXxaeHus
NN OTMEHbI OKHO 3aKpbIBAETCHA M HOBLIN 3N1EMEHT, COOTBETCTBEHHO, OTOBpaxaeTca nnm
He oToOpakaeTcs B CMMCKeE;

- «Yoanutb W3  MNpUHYAUTENbHbIX...» - W3 cnucka «[puHyguTenbHO»
yaanseTca BblAeNeHHbIN 3fIEMEHT;

- «[JoGaBnTb B UrHOpPMpYEMbIE...» - OTKPbIBAETCA OKHO C CTPOKOM BBOAA ANS
YCTaHOBKM MMEHM HOBOTO arieMeHTa B cnucke «/rHopupoBatby». [Nocne noareepXaeHus
NN OTMEHbI OKHO 3aKpblBA€TCHA M HOBLIN 3N1EMEHT, COOTBETCTBEHHO, OTOBpaxaeTca nnm
He oToOpaxkaeTcsi B CMMCKE;

- «Ypoanutb U3 UrHopupyemblx...» - U3 cnucka «WUrHopvpoBaTtby» yaanserca
BblAESIEHHbIN 3NIEMEHT.

- «CnpaBkay:

— «CopgepxaHue» - BbI30B OKHA CnpaBKM;
— «O nporpamMmme...» - BbI30B OKHa C KpaTKOM MHpopmMaumen o nporpammve.

Bknagka «[lapameTpbl npoBepkuM LENOCTHOCTU»  COAEPXUT  criegylowime
yrnpaBnsawowmne 3neMeHTbI:

- «To4Yka MOHTMPOBAHWUS HOCUTENS» - 3a4aeTcs ANs NPOBEPKU LEeNIOCTHOCTU
NnyTeM CpaBHEHUS KOHTPOSbHbIX CYMMY (panrnoB C 3TaNOHHbIMU 3HAYEHUAMUN KOHTPOSbHbIX
CYyMM, pasMelleHHbIMM B daunne gostsums.txt, oBblMHO Haxogswemcss B KOPHEBOM
pasgene guctpudytnea OC Astra Linux. [1ns BbINOSTHEHUS] CPABHEHUSI KOHTPOSbHbBIX CYyMM
¢annoB C 3TanoOHHbLIMWU 3HAYEHUSAMU LOMmKeH ObITb cHAT ¢hnar «Acnonb3oBatb MDS5-
CYMMbl YCTaHOBJIEHHbIX MakeToB». B CcTpoke BBOAa wNU M3 OMANoroBoro OKHa
yCTaHaBMMBaETCA TOYKa MOHTUpOBaHUA HocuTens ¢ auctpmbytmeom OC m3 /etc/fstab (no
ymonyanuio - /cdrom). lNMpu HaxaTum Ha KHonMky [...] (cnpaBa) OTKpblBaeTCA Ananorosoe
OKHO [Onsl YCTAHOBKM TOYKM MOHTMpOBaHus (katanora). [locne nogTBepXaeHus wunu
OTMEHbl OKHO 3aKpblBA€TCHA M YCTAHOBJIEHHbIA KaTanor, COOTBETCTBEHHO, OTOOpaxaeTcs
nnun He otobpaxkaeTcs B CTPOKE BBOAA;

— dnar « MoHTUpoBaTbLY - BKIIOYAET MOHTUPOBAHUE HOCUTENS;

- dnar «Wcnonb3oeatb MD5-cyMMbl YCTaHOBMEHHbLIX MakeToB» - BKMNKOYaeT
NPOBEPKY Yy (pannoB M3 YCTAHOBIIEHHLIX MAKETOB KOHTPOJSIbHbIX cymm MDS5S cornacHo
Crnucka M3 COOTBETCTBYKOLMX UM pannoB ana nposepku /var/lib/dpkg/info/*.md5sums.

Ecnn ato dnar yctaHoBneH, To OyaeT BbINOMHATLCA MNpPOBEpKa LEeNOCTHOCTU
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YCTaHOBJIEHHbIX NakeToB ¢ nomoulbio anroputma MD5, a none «Toyka MOHTUPOBaHUSA
HocuTensa» 6yoeT HeaKTUBHO.

— none «®PunbTpbl» - yCTaHaBNMBAKOTCA CMUCKM UCKIIOYaEMbIX M3 MPOBEPKU
¢rannoB: Tex, KOTopble MOryT U3MEHATLCSA B Npouecce HOpMasnbHOro (PyHKLMOHMPOBAaHMS
OC (dpannbl, He 3adaHHble ABHO B (punbTpax Mo YMOJSIYAHWUIO, BKIKOYAKOTCHA B CMUCOK
NpOBEPKN):

—  «[puHyantensHO» - cnucok pannos, 0b6a3aTenNbHO BKHOYAEMbIX B CMMCOK
NpOBEpPKY;

—  «WrHopupoBaTb» - CMMCOK (pannoB, UCKIOYaAEMbIX W3 CNUCKa MNPOBEPKW,
€CIN OHU He yKa3aHbl B cnucke «MpuHyauTensHoy;

—  none «OT4yeTbI» - yCTAHOBKa B CTOKax BBOAA MUY U3 OManoroBbIX OKOH UMEH
dannoB ¢ otyetamu, popmmpyemMbiMn B npouecce npoBepku. KHomka [...] (cnpasa oT
CTPOKM BBOAA) - OTKPbIBAETCS ANAnioroBoe OKHO Af1sl YCTaHOBKM MMeHU dhanna ¢ OT4ETOM.
lMocne noAaTBepXAEeHUS WU OTMEHbl OKHO 3aKpblBaeTCs W YCTaHOBIIEHHOE WMS,
COOTBETCTBEHHO, OTODOpaxaeTcs unm He oTobpaxaeTcsl B CTPOKe BBOAA:

— pnar «txt» - ycTaHaBnmMBaeT TEKCTOBLIN hopMaT 4NA OTYeTa;
— ¢onar «HTML» - yctaHaBnmBaeT popmat popmaTte HTML gns otyeTa;
— cpnar «XML» - yctaHaBnunBaeT coopmat popmaTte XML ans otyera;

—  dnar «He BbIBOOMTbL OONOSHUTENbHBIX 3arMpOCOB» BKIIOYAET MOSTHOCTLIO
HEWUHTEPaKTUBHbBIA peXxnm paboTbl (OTCYTCTBME AOMOMHUTENbHbIX MPEeanoXeHUn Tuna:
«BcTaBbTe ancky, «YKaxuTe OTYETbI» 1 Npoyee);

- KHonka [HauyaTe npoBepky] — BbINOMHAETCA MNpoBepKa LESIOCTHOCTU
CUCTEMBI.

— [locne 3anycka npoBepku aktueBupyetcs Bkragka «CoctosiHue» (CM.
PucyHok 67). lMocne BbINOMHEHUA NPOBEpPKM Ha pabodver naHenu B TabnvyHoM Buae
oTobparkatoTcs pesynbTaThbl.

—  Ctonbupl: «®ann» - nonHoe umMsa npoBepeHHoro hanna; «Crtatyc» - cratyc
nposepsiemoro ganna: «OKy», «M3meHeH», «He HampeH», «Owwnbka», «lMpoBepsieTcay,
«He npoBepeHy;

—  WHOWKATOp XOA4 BbINOSIHEHUA MPOBEPKM B nMpoueHTax oT obbema
npoeepsemMbix annos;

—  cbnar «[pokpyTKka» - BKNOYaET NPOKPYTKY;

—  WHAMKATOp XO4 BbIMOMHEHUA TMPOBEPKM B MNpoLEeHTax OT KofmyectBa
nposepsieMblx annos;

— [MpepBaTb] - NpoBEpPKU LLENOCTHOCTU CUCTEMBI NMPEpPbIBAETCA.
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«, TpoBepKa LeNoCTHOCTH & |

®aiin  OuneTpel  Cnpaeka

MapamMeTpbl NPOBEpKM LeNocTHOCTU  CocToAHMe

®aiin = A~ Cratyc

/bin/cpio
/bin/cp
/bin/chvt

/bin/chown

/bin/chmod Pe3ynbTaTbl NPOBEPKMN X

fbin/chgep Bcero ¢aiinoe: 119448

®aiinbl 6e3 owmbok: 119434
ViameHEHHbIe daiinbl: 14
/bin/cat OTcyTcTByowme Gaiinsl: 0
®aiinel c oumbkoin goctyna: 0
®aiinbl ¢ ownbKoi yteHua: 0

A
e

A

(

/bin/chacl

/bin/bzmore

/bin/bzip2rec...

/bin/bzip2

/bin/bzgrep
/bin/bzexe
/bin/bzdiff
/bin/bzcat
/bin/busybox
/bin/bunzip2

/bin/bash

100% oT o6uiero o6LEmMa NpoBepeHo B/ NpokpyTka

100% ot o6Liero KonnyecTea NnpoeepeHo  [1PepeEaTh

MNMpoeepka 3ageplueHa lMNMpowino spemeHn: 3:27 Ocraslueecqd epems: 0:00

PucyHok 67

7.2 KOHTpOnb uenocTtHocTn hannoBou CUCTEMbI

Ons opraHnzaumn pernameHTHOro KOHTponA UernoCTHOCTU CUCTEMHbIX (baﬁﬂOB

OC Astra Linux un ¢pannos npuknagHoro NO ncnonb3dyetca Habop NporpaMMHbIX CPEACTB

afick (Another File Integrity Checker). B afick peanusoBaHa BO3MOXHOCTb NpoBeOeHUS

nepuoamyeckoro (C WCMONb30BaHMEM CUCTEMHOrO MfaHUMPOBLLMKA 3afdaHui  cron)

BblHUCIIEHNA  KOHTPOJIbHbIX CYMM cbaﬁnos M COOTBETCTBYWOLWLMNX UM anI/I6yTOB

pacwmpeHHon nogcuctemMol 6e3onacHocTn PARSEC (MaHaaTHbIX atpubyToB 1 aTpubyToB
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paclWMpEeHHOW MOACUCTEMbI  MPOTOKOMMPOBAHMSA) C  MOCNEAylWNM  CpaBHEHWEM
BbIYUCIIEHHbIX 3HAYEHUN C 3TaNoOHHbIMW. B ykaszaHHOM Habope nporpaMMHbIX CpeacTs
peanu3oBaHO ucnonb3oBaHne ©Gubnunotek nakeTta libgost-astra, obGecne4dnBatowen
NoACYET KOHTPOSbHbIX cymMM no anroputmam OCT.

OTanoHHbIE 3HAYEHWUs] KOHTPOSbHbIX CyMM W aTpubyTOB (QalfoB XpPaHATCS B
cootBeTcTBytowen B[ nporpammbl afick, nvetowen ¢gopmat 3anmncen dbm (database
manager) Buga Knw4=3HayeHne. Ecnm nocmoTpeTb ee coaepXKumoe, TO MOXHO
0BHapyxuTb Habop CTPOK, Kaxxaasi U3 KOTopbIX — UM dhanna n ganee vyepes npoden ero
atpmbyTbl U curHaTypbl. Bl 3awmuwaetca cuctemon pasrpaHudeHna goctyna OC Astra
Linux.

Ona npoBepkn paboTbl MexaHM3Ma, OCYLIECTBNAOLWEr0 KOHTPOSNb 3a
LLeNTOCTHOCTbIO 06BbEKTOB hanioBOM CUCTEMbI, HEOBXOAMMO:

1. Bowtu B cuctemMy OT MMEHM afgMMHUCTpaTopa C BbICOKUM YPOBHEM
LieNIOCTHOCTMW.

2.  3anyctutb nporpammy «TepmuHan Fly».

3. BbInonHuTb KOMaHay

sudo afick -1

4. TlopoxpaTb, Noka 6yaet cdhopmmupoBaHa nepeoHavansHasa b[l.

[Onsa HacTpomknm napameTpoB paboTtbl nporpammbl  afick mncnonb3yetcs
KOH(purypaumoHHbl hann no ymondaxuio /etc/afick.conf.

MapameTp database 3apgaeT mectononoxeHue B[ nporpammbl (MO yMOMYaHWIO
/var/lib/afick/afick).

Bo Bpemsa nHctannsaumm nporpamma afick aBTomatmyeckn yCTaHOBUT eXXeAHEBHOE
3agaHue ong CUCTEMHOro nnaHMpoBLMKa 3agaHuin cron. damnn ¢ 3agaHMem HaxoamTcs B
kaTanore /etc/cron.daily/afick cron. PesynbTaTbl paboTbl AaHHOrO 3agaHuWs Bbl
nonyynMTe nNo 3MEKTPOHHOW MOYTe Ha agpec, ykasaHHbii B pasgene MAILTO danna
KOHourypaumu.

MapameTp report_url 3agaet mectononoxeHue panna-otyeTa.

B pasgene #file section cogepxatca ykasaHusi O TOM, Kakue daunnbl/katanoru
noaBeprarTCcA KOHTPOSIO UENIOCTHOCTU U C Kakumu npasunamu. [NpaBuno osHavaet
cnexxeHue 3a npaBamu JOCTyna, KONMMYECTBOM CCbINTIOK, BpeMeHeM nocnegHero ocTyna K

dhaiiny u apyrumm ctaHaapTHeIMU aTpubytamu. Hanpumep

/boot GOST
/bin GOST
/etc/security PARSEC
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/etc/pam.d PARSEC
/etc/fstab PARSEC
/1lib/modules PARSEC
/1ib64/security PARSEC
/1ib/security PARSEC
/sbin PARSEC

/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC

Kpome TOro, Ha Bblibop agmuHuctpatopa Vb npeacraBneH pag OONONHUTENbHbIX
nyten ¢ npasunamn. COOTBETCTBYIOLINE CTPOKM MOMEYEHbl 3HAKOM KOMMeHTapusa # u
MOryT ObITb aKTUBMPOBaHbI CHATUEM 3TOrO 3Haka.

MNpaBuno PARSEC BbirnaguT cnenyrowmm obpasom:

PARSEC = p+d+i+n+tu+g+s+b+md5+m+e+t rge p+d+i+n+u+g+s+b+md5+m
O3Ha4aeT crnexeHue 3a BCeMU CTaHAApTHbIMU aTpubyTamun anna n ncnosib3oBaHMe XaLu-
dyHKumMn MD5-Digest ons cnexeHust 3a UenOCTHOCTbIO COAepPXUMOro damnos. +e+t
O3Ha4yaeT KOHTPOSib pacCLUMPEHHbIX aTpubyTOB: MaHOaTHOM MeTKM W dnaroB ayauTa,
cootBeTCcTBEHHO. KoHTponb ACL ocyliecTenseTca npu yctaHoBke ¢onara +g.

MpaBuno GOST BbIrNAAUT cneayroWKUM oopasom:

GOST = p+d+i+n+u+g+s+b+gost+m+e+t rae p+d+i+n+u+g+s+b+gost+m o3HavaeT
cnexeHue 3a BCeMWU CTaHAapTHbIMUM aTpubyTamu danna n Ncnosib3oBaHne XaLw-OyHKLUK
FTOCT P 34.11-2012 c pnuHOM xaw-koga 256 OUT ANA CneXeHusa 3a LenoCTHOCTbHO
coAepXmMmoro dannoB. +e+t 03Ha4yaeT KOHTPOSb PaCLUMPEHHbIX aTpMbyTOB: MaHOATHOM
MEeTKN 1 pnaros ayamTta, COOTBETCTBEHHO. KOHTPONb Mo crnvckam ynpasrieHust JOCTYNOM
(Access Control List, ACL) ocyuiecTtBrnsieTca npu yctaHoBke ¢hnara +g.

MpaBuno ansa katanoros:

DIR = p+itn+u+g O3Ha4aeT crnexeHuve 3a npaBamMu A0CTyna, MeTagaHHbIMU,
KONMYECTBOM CCbISTOK M APYrMMU CTaHAapTHbIMU aTpubyTtamu.

[ns BblMMCNEHUS KOHTPOSbHbLIX CyMM MOFYT UCMonb3oBaTbes anropntmbl: MD5-
Digest, SHA1 nTOCT P 34.11-2012 ¢ anuHoun xaw-koga 256 6uT.

Mpegnonoxum, 4To Ham Heobxoammo, 4Tobbl dhannbl B AOMAaLLHEM KaTtanore
nonb3oBartenia administrator NpoBepsaAnMCcbL Ha N3MEHEHUs NMPU MOHOMOSIbHOM A0CTyne,
M3MEHeHNe npaB AOCTyna, W3MEHeHust pa3mepa (annoB U BPeMEHW MOCreaHero
n3MeHeHua panna. [ing Hayana Hy)XXHO co3faTb HOBOE NMpaBuIio B hanne KoHdurypaumm

afick.conf, B pasgene #alias, Kak MOKa3aHO HUXeE:

HOME=u+g+p+m+s

3atem B pa3sgene #files to scan Heobxoanmo [oBaBUTbL CrneayoLLyo CTPOKY:
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/home/administrator HOME

Mpu cnepytowem 3anycke nporpamma afick no6aBuTt Baw kaTtanor B cBowo B[ u
OyaeT KOHTpPONMpPOBaTb HaxogsAWMecs B HEM pansbl, COMMacHO yKas3aHHbIM KpUTEPUSIM.
Ecnn Bbl x0TUTE, 4TOOLI BalM U3MEHEHUSA ObifN MPUMEHEHbI HEMEANEHHO, TO MOXHO

3anyctutb afick Bpy4Hyto, ncnonb3ys cnegyoLlyo KOMaHay:

sudo afick -u

PesynbTaT ncnonHeHus komaHabl 6yaeT NpyMepHO CreayoLWnM:

new directory : /home/administrator
number of new files : 29475
changed file : /etc/afick.conf

# detailed changes

new directory : /home/administrator
inode date : Tue Nov 9 15:15:28 2021
number of new files : 29475
changed file : /etc/afick.conf
md>5 : ba+CfWlwyOK+CLgTOLhYaw
W8Q1PjRXsyT1UKBMpY5WHg
filesize : 5172 5213

# Hash database updated successfully : 43501 files scanned, 29477 changed (new
29476; delete : 0; changed : 1; dangling : 0; exclude suffix : 560;
exclude prefix : 0; exclude re : 0; degraded : 0)
SR SRS R R SRR EE R R R R R R R
# MD5 hash of /var/lib/afick/afick => 6RXrT5gMtQ95vRk70xCIuw
# user time : 23.34; system time : 4.56; real time : 32

B paccmaTtprsaemom npumepe Obin M3MEHEH KOHMUIypauMoHHbIA dhann yTununTbl
afick.conf (3TO MOXHO cyMTaTb OOMNYCTUMbIM W3MEHEHWEM), a Takke MOSABUCA HOBbIN
katanor /home/administrator.

M3meHMM C nomMoLlbld TEKCTOBOro pepaktopa dawn php.ini, umelowuncsa B
katanore /home/administrator, n 3anycTutb NporpaMmmy KOHTPONS LEMNOCTHOCTU B peXMMe

cpaBHeHus ¢ B:

sudo afick -k

Pe3yanaT UCMOJIHEHUA KOMaHObl 6yueT npumMmepHo cneagyrwmnm (ﬂpMBeﬂeH

YaCTUYHO):

changed directory : /home/administrator

changed file : /home/administrator/php.ini

# detailed changes
changed directory : /home/administrator
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mtime : Tue Nov 9 15:15:28 2021 Tue Nov 9
15:43:30 2021

changed file : /home/administrator/php.ini

filesize : 73333 73341
mtime : Mon Oct 25 11:51:35 2021 Tue Nov 9

15:43:30 2021

# Hash database : 43501 files scanned, 8 changed (new : 0; delete : 0; changed
8; dangling : 0; exclude suffix : 560; exclude prefix : 0; exclude re : 0;
degraded : 0)

(i izdssssssdtdtststdsaddtdpddddtdtatatE A RAREEEEEEEEEEEEEEEEEEEEEE

# MD5 hash of /var/lib/afick/afick => 6RXrT5gMtQ95vRk70xCIuw

# user time : 23.01; system time : 3.89; real time : 27

Takum obpasom, nonyyeHa MHopMaums 0 BpEMEHN NocrneaHen mogmdukaumm mn
06 nameHeHnn pasmepa canna php.ini.

Bornee nogpobHyto wuWHGOpMauMilo O cpeactBax perfiaMeHTHOro  KOHTPOons
LEenoCTHOCTU anfioB MOXHO MOMyyYnTb M3 crnpaBoyHon cuctembl OC Astra Linux (c
nomowbio komaHg man afick n man afick.conf), a Takke pokymeHta PYCB.10015-
01 97 01-1 «PykoBOACTBO MO KOMIMIEKCY CpeacTB 3aluunTbl MHopMauum, Yactb 1», pasg.
9.4.

7.3 KOHTpOnb LeNoCcTHOCTU KOMMOHEHTOB nporpammbl Kaspersky

Endpoint Security

Mporpamma Kaspersky Endpoint Security coaepXuMT MHOXECTBO pPasfnUyHbIX
OuHapHbIX Moaynen B BuAE OMHAMUYECKU MOAKMYaeMblX OMONMOTEK, WUCMONMHAEMbIX
dannoB, KOHPUrypauMoHHbIX (hansioB n dannoB uHTepdenca. OguH UM HECKOSbKO
NCMNOMHAEMbIX Moayrnen wunu ¢annoB nporpaMmmbl MOryT OblTb 3aMeHeHbl Apyrumu
dannamu, cogepxalimMmum BpPenoHOCHbIN koAd. YToObl MpenoTBpaTUTh Takyk 3aMeHy
Moaynen wn dawnoB, B nporpamme Kaspersky Endpoint Security npegycMmoTpeHa
npoBepKa LEeSIOCTHOCTM KOMMOHEHTOB nporpammbl. [lporpamma npoBepsieT mMoaynum u
dannbl Ha Hanuyne HeaBTOPU30BaHHbLIX U3MEHEHUN U NOBpeXAeHnn. Ecrnv moaynb nnu
drarn nporpaMmmbl  MMEeT HEKOPPEKTHYID KOHTPOSIbHYHO CYMMY, TO OH CcuYMTaeTcs
NOBPEXAEHHbIM.

Mporpamma npoBepsieT LENOCTHOCTb (hannos, LEeNoCTHOCTb KOTOPbIX BaXKHa Ans
KOppeKTHOM paboTbl nporpaMmmbl. CNMCOK 3TUX dhannoB NporpaMmmbl coaepxutca B doanne
MaHudecTa integrity check.xml. ®annbl maHndecTa nognmcaHbl UMAPOBON NOAMUCHIO, UX

LIeNOCTHOCTb TaKXe NpoBepseTCs.
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[MpoBepka UENOCTHOCTM KOMMOHEHTOB MNPOrpamMMbl BbIMNOSHAETCA C MOMOLLbIO
YyTUNUTbI NPOBEPKN LIEeNOCTHOCTU integrity_check_tool. 3Ty yTunuty TpebyeTtcs 3anyckaTb
no y4eTHOM 3anncbio cynepnosnb3oBaTtens (root).

YTunuta npoBepKM LENOCTHOCTW, yCTaHaBNuBaemas BMeCTe C Nporpammown,
pacrnonoxeHa B katanore /opt/kaspersky/kesl/bin. ®ann maHugecta obbIMHO pacnonoXeH
TaMm xe.

Y1066l NPOBEPUTL LENOCTHOCTL KOMMOHEHTOB NpOrpamMmmbl, NOCNeA0oBaTeNbHOCTb
AencTBum cregyroLwlas:

1. 3aperucTpupymTtechb B CUCTEME KaK Cyneprofib3oBaTesib (root).

2. [lepengute B HYXHbIN KaTanor komaHgou cd /opt/kaspersky/kesl/bin

3. BbINOnHUTbL kKOMaHOy

./integrity check tool -v -m integrity check.xml

4. PesynbTaT NpoBepKu BbIMMSAMT cneayowmm obpasom:

>
Summary ( failed / skipped / succeeded ):
Manifests: 0 / 0 / 1
Environment: 0 / 0 / 1
Command: 0 / 0 / O
Files: 0 / 0 / 334
File dirs: 0 / 0 / 1
Registries: 0 / 0 / O
2 Registry values: 0 / 0 / O
B | e >
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8 MNMpocmoTp xypHanoB OC Astra Linux

XypHanvpoBaHue SBNSETCA OCHOBHbIM MWCTOYHUMKOM WHopmauun o paboTte
cucTemMbl M ee owmnbkax. BonbIMHCTBO hannoB >XypHanoB COAEPXUTCA B pasgene
Ivar/log:

o Ivar/log/syslog nnwn /var/log/messages cogepXuTt rnobanbHbll CUCTEMHBbIV
XXypHan, B KOTOPOM MULIYTCA COOBLLEHNSs C MOMEHTa 3anycka cucteMbl, OT sgpa Linux,
PasfMyHbIX CryX0, OBHapPYXEHHbIX YCTPOWCTBAX, CETEBbIX WHTEPEENCOB WU MHOrO
Apyroro;

o Ivar/log/auth.log — wuHdoOpmaums o6 aBTopu3auum Nonb3oBaTeNen,
BKIOYasa yaayHble U HeyaadHble NOMbITKM BXOA4A B CUCTEMY, a TakkKe 3a[eNCTBOBaHHbIE
MexaHuU3Mbl ayTeHTUdUKaUnm;

. Ivar/log/audit/audit.log — 3anucu, cosgaHHble cnyxbon ayanta auditd,;

o Ivar/log/boot.log — wuHOpMaums, KoTopas MUWETCA nNpu  3arpyske
onepaumoHHON CUCTEMBI;

o Ivar/log/btmp —xKypHan 3anMcu Heyaa4dHbIX NOMNbITOK BXO4A B CUCTEMY.

. Ivar/log/dpkg.log — [Ons nporpammMm, YCTaAHOBSIEHHbIX C  MOMOLLbIO
mMeHepkepa naketoB dpkg B Debian Linux u Bcem cemenctBe poACTBEHHbIX
ANCTPUBYTUBOB.

. Ivar/log/faillog — HeygadHble nonbiTkn BXoga B cuctemy. OyeHb NonesHo
npy nNpoBepke yrpo3 B cucteme 6e30MacHOCTU, XaKepCKMX artakax, MOnbITOK B3rioma
meToaom nepebopa. MNpountatb cogepXmmMmoe MOXHO C NOMOLLLI kKoMaHab! faillog.

. var/log/kern.log — XypHan cogepXut coobweHna OoT sgpa  u
npeaynpexneHus, KoTopble MOrytT OblTb MNOME3Hbl NPU  YCTPaHEeHUM  OWKnBOK
NonNb30BaTENbCKNX MOAYIEN, BCTPOEHHbIX B SAPO.

. Ivar/log/lastlog — lNocnegHss ceccmus nonb3oBartenen. MNpountatb MOXHO
KomaHaom last.

. Ivar/log/samba/ — XypHanbl annoBoro cepsepa Samba, KOTOpPbIN
ncnonb3yeTca Anga goctyna k obwum nankam OC Windows u npegoctaBneHus gocTyna
nonb3oBatenam Windows kK obwum nankam Linux.

o Ivar/log/wtmp —xXypHan 3anucu Bxoga nornb3oBaTenen B CUCTEMY Ha

AaHHbIN MOMEHT. BbiBoA Ha akpaH KoMaHaon utmpdump. (cM. PucyHok 68)
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.| {:bash — Tepmunan Fly

®aiin  MNpaeka Hactpoika Cnpaeka

PucyHok 68
XKypHanbl MOXHO OTKpbITb 06O yTUNMTOM ANs NpOCMOTpa TEKCTa, Hanpumep,

less, cat, tail. OTkpoem dpann xypHana /var/log/auth.log (cm. PucyHok 69)

less /var/log/auth.log

- 1:less—Tepmunan Fly

®aiin lMpaeka Hacrpoiika Cnpaeka
~ & 8
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PucyHok 69
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9 YcnoBHble COKpaLueHus

APM
BA
nb
MPO
oC
M6
rno
MTK
ALD

FTP

NFS

SCADA

SMB

— aBTOMaTM3npoBaHHoe paboyee mecTo

— 6a3a gaHHbIX

— MH(pOopMaLMOHHasn 6e30nacHOCTb

— MaHgaTHOe pasrpaHuMyeHne gocrtyna

— onepaumoHHas cuctema

— nonuTrka 6e3onacHoCTM

— NporpammHoe obecneveHne

— MPOrpaMMHO-TEXHUYECKNIN KOMMNIEKC

— Astra Linux Directory — cuctema ynpasneHusi ZOMEHHOW CETEBOM

NHPaCTPYKTypou
— File Transmission Protocol — npoTtokon nepegayn dannos no
cetn
— Network File System — npoTokon ceTeBoro goctyna, no3BonsieT
noAakno4yaTb (MOHTUPOBAaTL) yaanéHHble hannosBble CUCTEMbI Yepes
ceTb
— Supervisory Control And Data Acquisition — pgucnetyepckoe
ynpasneHue un c6op AaHHbIX
— Server Message Block — ceTeBol NpoOTOKON MpUKNagHOro ypoBHS
ANnS ypanéHHoro pgoctyna K dawnam, npuHTepam W Apyrum
ceTeBbIM pecypcam

00159093.26 5144 000.L/ITM.2999 113

N3m.

Aucm| N Bokym.

Modnuce | dama

/lucm

13




JlucT perncrpaumm uameHeHun

Tabnuua pernctpaumm N3MeHeHumn
Homepa nuctoB (cTpaHuu) Bcero nuctos Home
Nam. (cTpaHuu) B P Moan. HaTta
aHHynup OOK.
N3MEHEHHbIX 3aMeHEeHHbIX HOBbIX OBAHHBIX JOK.
o
5
m
3
g
S
o
 —
=
m
=
2
=
<
2
s
5
a
s
5
m
s
g
S
o
 —
g
=
= Nucm
[“am}
= 00159093.26.5144.000.C/1TM.2999 13 7
Mam| lucm| N° dokym. | Modnuce | flama




